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1 setwmswms

1.1 WEM SR E 4
1.1.1 ack-flood action

ack-flood action fiy4 KA E ACK flood Budi B () 4 R AL H#AT .
undo ack-flood action fiv4 KWK E B i .
(<]
ack-flood action {drop | logging } *
undo ack-flood action
[ER&HIR]
ANKHS I () ACK flood Bk SR BT Al 45 e
[#LE ]
Wit B v SR AL
[REFFARE]
network-admin
[(&%]
drop: FIREFBEHERIC, BIRSRMN BBt KA E, BB E KIE NG SETA ACK i CH 2
WEFH.
logging: Forfth % HE, IR B Mo A m, AR EE R
[=451]
# 1E BB S atk-policy-1 HHC E ACK flood Ui B i (1 4 Jiy A BRAT Myt & 7 I B4R 5L

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] ack-flood action drop

[Hx®&$]
° ack-flood threshold
. ack-flood detect

. ack-flood detect non-specific
1.1.2 ack-flood detect

ack-Flood detect iy FHKITfE X6 & 1P Hikik ) ACK flood Ztdi By yaaill, Fffc & ACK flood
T 95 96 ) ik o R A% ACK flood Bk (AL FRAT 9
undo ack-flood detect 4 K% HNHEE IP Hihik i) ACK flood Bt [95 v A4l o
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[Anp/s\]
<
ack-Tlood detect { 1p ipv4-address | ipv6 ipv6-address } [ vpn-instance

vpn-instance-name ] [ threshold threshold-value ] [ action {{drop | logging }
* ] none }]

undo ack-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ]

[GRE1ER]
RXEATHEE 1P HikiHF /5 ACK flood B B Al o

[#E]
Tt 9 v SR AL

[RREFAFAE]
network-admin

[(5%]1
ip ipv4-address: f5EZEMRYH IPv4 shlib. % IPv4 HibEANGE A4 1 Huhk sk 4s 0 ik,
ipv6 ipv6-address: f&&ELRY I IPV6 Hill.
vpn-instance vpn-instance-name: 2 f& ¥ IP Mk Br J& ) VPN Sk o Mo,
vpn-instance-name ¥~ MPLS L3VPN ] VPN S48, N 1~31 MEFRTFRAE, XK
NG BERIBEARSH, NIRRT 1P bk E T A M.
threshold threshold-value: #§ & ACK flood B B i ¥ fid & {8 . H. 71, threshold-value
NIFHRE 1P bR AR ACK R 3L H , HUEEH Jy 1~1000000-
action: &WEXS ACK flood Bii AL BEAT M. #RHEEASH, MFERKH ACK flood it
)4 R AR ERAT N .
drop: FoREFBEHEIRC, BIR&RNBI S E KA, mBaEE RIEN G2 ACK #iC#i<
W EFH.
logging: Fopfih & HE, BB R Bl A m, A EEE.
none: FRAKIUETENE,

[ERES
fiifig ACK flood BualiBivija, B AL THGARINIRGS, e IR 45 2 1P #ulk A% ACK ik 3CH)
AR FFELIA B BGE S T R BAERT, BIAAZ IP Huhik 52 3] 7 ACK flood Bt , Wik N Bek B IR 4
AR C B AR BB E T I o b5, 25088 R 28] ) 122 IR 55 4 A AR ST 3 AR T 2 B (i
KREBMER 3/4) i, BIYONZERER, W BG B oRES R E B R IIRES, I b AT By Ve
Jiti o
A BB Y 5w R ] LARI % 24N 1P Hiik e & ACK flood B By ye 46U .

[=451]
# (E B BT YR atk-policy-1 FHFJE X 1P Hitik 192.168.1.2 ff) ACK flood Ziti Bhivatsill, 4852
fil & B 9 20000 24 ¥k e I 2 ) 1% 1P bR AD ACIA ) ACK i SCHURF 08 3 sl 2000 i1, )
Z) ACK flood B i i«

<Sysname> system-view
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[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] ack-flood detect ip 192.168.1.2 threshold 2000

[HHx&$]
. ack-flood action
. ack-Tlood detect non-specific
o ack-flood threshold

1.1.3 ack-flood detect non-specific

ack-flood detect non-specif A FSR XA JE 2 -9 IP HihtkJFF ACK flood B By i
]
undo ack-flood detect non-specif A FSR IR PN I JE 32 R4 1P ik i) ACK flood
Wi By Ja A

(<]

ack-flood detect non-specific

undo ack-flood detect non-specific
[BRETER]

ARXHAEATAERZ PR AP 1P HuhikJTJ5 ACK flood Hrk By fe e il .
[#LE]

Tt b v SR AL ]
[RERFPAE]

network-admin
(RS

Xof T A G B LRI o B VU SRS 1) 1P bk JT e ACK flood ol B YEAS I &, ¥ 4545 5% FH 42 J=5 1 A
& (i1 ack-Flood threshold 4% &) MALHEIT N (1 ack-Flood action 4B E)
XTI P HhEEAT AR

[Z451]
# fEU B U S atk-policy-1 71, XA AR RY" IP HulikJT /5 ACK flood Hr By ksl o

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] ack-flood detect non-specific

[HHxd&$]
. ack-flood action
. ack-flood detect
o ack-flood threshold

1.1.4 ack-flood threshold

ack-flood threshold 4 HKi & ACK flood B B ¥6 14 & f % 15 1E
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undo ack-flood threshold fir4 KWK E B4 T .
(4]
ack-flood threshold threshold-value
undo ack-flood threshold
[ER&E1ER]
ACK flood F i b7 115 i 42 = figh & BRI 29 1000
[#LE ]
Tk By i SR AL
[(RERFPAE]

network-admin

threshold-value: 84 IP Ml &P &K ACK R CHH, HUEYEE A 1~1000000.
[EFHRES
{fifg ACK flood BiliBiyiJa, WA T HEHEAEMPIRAS, 24 M2 a3 1P Huhik 3% ACK R SCHIE
R IR B EGEIT T % R BE R, Bl A% IP #ihl 5% 3] 7 ACK flood Briti, Mk A X By Ju R4,
AR Y T B S shAH LB JE A i o T, 24V S RGN 3R] 12 AR 55 2% 30 4R ST 133 A Tk B BRI A (i
KEMER) 3/4) B, BIAAXGHEEER, W HBEHB RS R E NBEERIPIRE, IR ATB aHs
it o
WAL TR E ACK flood Beds [ Saa i 1P #ihil, 584858 F 4% ) (A AR % B SR 3T 179 . B
HUAE 7 BN 4 S BRI 2% N 37 e R AT TR 2E, X T 1B 1500 N B R 3 % (HTTP k& 2380 FTP
AR5 28D 1) ACK RO BRI N g5, BEUGHE Kl &k BIME, DA% BRE AN 5 )l 550 &
ERGE X TFZR 2, BB B U 5, AT DLE 24 1 /M ik A BRIE
[ 554501
# 1E U795 V0 g atk-policy-1 Ffc & ACK flood Xrili b7 Y6 -4 J5i fil & 48 A 100, B 2415 4 W il )
) 3 1P HhE AR FD R 3% ACK #i S sik 3l 100 i), JE3h ACK flood X i -

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] ack-flood threshold 100

[HHx®&$]
° ack-flood action
. ack-flood detect

. ack-Tlood detect non-specific
1.1.5 attack-defense apply policy

attack-defense apply policy 4 HRAER: 1 b B B i 5 g .
undo attack-defense apply policy 4 RS BE 1.
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[4<]
attack-defense apply policy policy-name
undo attack-defense apply policy
[BRETER]
P2 11 BRI AT AR Bk 17 9 SRS
[#LE ]
O
[RERFPAE]
network-admin
[&%]

policy-name: HGERIVERIE AR, 9 1~31 MFERHFERH, AXPRNE. SERELRKR
H Rk, INGER BT RRRRTART 7 M “-,

[ERES
—AMEOERBEN A B BESS (AT ZIRECE, e IKECENA RO, H-ADIBEhPinsE
TIPS EEI E A s e ol

(264511

# 1 B BV SR atk-policy-1 M 342 1 Ten-GigabitEthernet1/0/25 I,

<Sysname> system-view

[Sysname] interface ten-gigabitethernet 1/0/25
[Sysname-Ten-GigabitEthernetl/0/25] attack-defense apply policy atk-policy-1

[fAXa<]
. attack-defense policy

. display attack-defense policy
1.1.6 attack-defense local apply policy

attack-defense local apply policy 4 FHRAE AN 2 4 B B 16 S o
undo attack-defense local apply policy fir4 FHRIKE Ba 150
(<]
attack-defense local apply policy policy-name
undo attack-defense local apply policy

[EREHER]

ASHUAR L AT AT L ek s 9 SRS
(#LE ]

ARG
[REFAFBE]

network-admin
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(251
policy-name: il waIG £, Jo 1~3L MFHHOTAEE, RXAANG . AERIEEFEK
CETNUNCES N CN = R LR

(ERES
L AL RS S L BRIl B S R Uy A LIS 2
B L L T R R RC T R B R, AT F BB R A BN th 46,
A T S e PRI b, IR EEXTANLR S, 5 B e AL L T e
AR
AU BRI — BB T e (TS URRE, R WRRE A0, (1o By A 7
AL SRS, RS A L
4 A2 1 RIAHLSE PTGt F6 S, B R A BB B 5, 52 BB £
21 S 1 2 A L 400 R

[=54510]
# TEAHLN FH X 5 a5 % atk-policy-1.

<Sysname> system-view
[Sysname] attack-defense local apply policy atk-policy-1

[fAXa<]
. attack-defense policy
. display attack-defense policy

1.1.7 attack-defense login reauthentication-delay

attack-defense login reauthentication-delay 4 HKE & Login [ J & Stk s &=
B AT R SRR
undo attack-defense login reauthentication-delay 4 HRKE B .
[4<]
attack-defense login reauthentication-delay seconds
undo attack-defense login reauthentication-delay
[ERETER]
Login FH J7 & s R IMUG BHTHEAT UEAN T 45545
[#LE ]
RGE
[RERFPAE]
network-admin
[&#1]
seconds: W& E MM P EFAMUGEEHIATVGER SR, DUETEEY 4~60, B85,
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[ERES
Login H &k, #iscs BRCE 1 HEBTEHMTUER SR K, RG-S ER — MK
JE B ARVER P AT IANIE, 7] DL G i 4 52 B U
Login H /" iR NIELIRE S Login H 7 BUli et ook, REME [ BV IESER ], BImy A4
R

[Z5451]
# BCE Login A & s R UG BT VG SR KR 5 70 o
<Sysname> system-view

[Sysname] attack-defense login reauthentication-delay 5

1.1.8 attack-defense policy

attack-defense policy & HREIE DB PIEHNE, JEIE ANTEERT TSRS LI . anlitds
JE Bl B Ve S DL Ar /e, U B N TGt B v SRS AL A
undo attack-defense policy 4 H MRS & B0t B 6 5 .
[4<]
attack-defense policy policy-name
undo attack-defense policy policy-name
[BR&TER]
ANAFAEATART Bk By 00 SRS
[#LE ]
AU
[RERFPAE]
network-admin
[&#1]
policy-name: BHiBiusRmE &Rk, N 1~31 NERFRTFRH, AXD KNG, SEBUERFEK
CESVNUNCESUNE €N o I R
[=41]
# O ek B Y g atk-policy-1, J3E N Bk By i S s AL o
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1]

[HHx®2]
. attack-defense apply policy
o display attack-defense policy
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1.1.9 attack-defense signature log non-aggregate

attack-defense signature log non-aggregate 74 HK$E Xt XA piys H EIEE

Eht
undo attack-defense signature log non-aggregate 4 kUK B s g .
[44]

attack-defense signature log non-aggregate
undo attack-defense signature log non-aggregate
[ER&1ER]
PAXLEPENHEERAERG RS )G .
[#LE ]
ERZ R
[RERFPAE]
network-admin
(RS
X HEHATRE R SR, £ ERE A, SHEANL. B MR O AR R AR RS SRR AR TE
BB e s  HR IR Y5/ H itk DL JE FAH R VPN B Beh AT H ER G R — & H B .
W AEVOT R BRI E R H SR E R Thee, POVERQRHBOVIEREL T, BT
BOREHEE L, SR G Rk,
(254511
# JF R A B H B AR S DRe .

<Sysname> system-view
[Sysname] attack-defense signature log non-aggregate

[(HEXw<L]

. signature detect

1.1.10 attack-defense tcp fragment enable

attack-defense tcp fragment enable 74 KB TCP 43 b Bk B 5 Th Bk

undo attack-defense tcp fragment enable @4 sk H TCP 2 Fr BdiBhyaIhfig.
[%<]

attack-defense tcp fragment enable

undo attack-defense tcp fragment enable

[ER&HIR]

TCP 7 Fr Budi Biva D REAL T IR
(L]

RG]
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[RERFPAR]
network-admin

[FHES
B B e ThRE — MR dm et A W TCP & AN A i FL oo 22 IR IP kb J5tum 15 H A 1P kb
HIKim 5. EHZEMLS) 5 E8kUvEGE: TCP 4 25 Aavri@id. RFC 1858 % TCP 43 ik
AT THUE, AR TCP 43 e, & R ioCH TCP #iC K E/NT 20 275, BUE 20 Fi
o B e ST 8 FITHIR SN TCP 43 i Bk 3. XS mT LR Ih Geid EiR Rl i T RE,
WA B . BT IEIX 28T, W LAE RS TR TCP 2r Fr BB e Thie, %t TCP 2y A By
W T £
WHRE & LA T TCP 4 A W pvuhee, FFMH T B IEEDIEEE, W TCP 4 K B Bhiiash
Ao oo T B Uk I 0 SRMEAS I S AL BE N T 19] ) TCP #3C

[ =541
# JF)a TCP o Fr B B vu I ge .

<Sysname> system-view
[Sysname] attack-defense tcp fragment enable

1.1.11 display attack-defense flood statistics ip

display attack-defense flood statistics ip 4 HHKER IPv4 flood i B G485
B

[4<]
display attack-defense { ack-flood | dns-flood | fin-flood | flood |
http-flood | icmp-Fflood | rst-flood | syn-ack-flood | syn-flood | udp-flood }
statistics ip [ ip-address [ vpn vpn-instance-name ] ] [ [ interface
interface-type interface-number | local ] [ slot slot-number ] ] [ count ]

[#LE ]
R

[REAFAE]
network-admin
network-operator

[&#]
ack-flood: 78 ACK flood B B iE 4t iH5E
dns-flood: .7~ DNS flood Wil piiagtitfs 2
fin-flood: &K FIN flood XikiBhiiE 4t i3 ..
flood: HEoRFTH MK IPvA flood B BhiE 4115 & .
http-flood: &7 HTTP flood BB iugiitfE R .
icmp-flood: &/x ICMP flood BBy iE 4 it15 =
rst-flood: &7~ RST flood BB giitfs B .
syn-ack-flood: 75 SYN-ACK flood B Bhiii gt itfs B .

il

i o

IOl
[

iy

¢
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syn-flood: &7~ SYN flood B Bhiigiit (s B .
udp-flood: &7 UDP flood BByt giit (s 2
ip-address: Rt H I IPv4 Hitikf) flood B BVE ST E . B ARIBEASE, WERITE
H 15 1Pv4 Huhikf flood e B G 4it 5 2.
vpn-instance vpn-instance-name: f& & IPv4 Hidk By J& 9 VPN 2 . H o,
vpn-instance-name %75 MPLS L3VPN ) VPN S2@l 4 Fk, N 1~31L MEFRTFRE, Xk
NG BHARIBEARSE, MERRZ IPvA HibEE T A M.
interface interface-type interface-number: 7545 €% 1 1) flood B By iE 48 it 2.,
interface-type interface-number £ AR 95
local: EoRANL FHHTANT) flood BUti i ge {5
slot slot-number: /8 ER A ® & L flood Wi piiagtitE 8, slot-number /R &
1E IRF R R 'S o 1S EUNAESR B ANLEE B4 R D (10 VLAN #2000 BT L. 25 K6 e
KSR, WIFRR SR R B L flood Bk Bia it 5 B .
count: BRTFETRE KM HIPHEAT flood BLEAl 1) 1Pv4 Mk % H .
[ERES
BT flood Bribi Aol R AR 4 R R KX € H 1 1Pv4 Hibik B0 B e g5 B
#HiA1EE interface Ml local 2%, WR/RFTA N LA B flood Bt piicgiE B
[=451]
# o PTE KA IPv4 flood BBy T 45 B

<Sysname> display attack-defense flood statistics ip

slot 1:

IP address VPN Detected on Detect type State PPS Dropped
192.168.100.221 -- XGE1/0/26 SYN-ACK-FLOOD Normal 1000 4294967295
192.168.11.5 - XGE1/0/27 ACK-FLOOD Normal 1000 222222222
201.55.7.44 - Local DNS-FLOOD Normal 1000 111111111
192.168.11.4 - Local ACK-FLOOD Normal 1000 22222222
slot 2:

IP address VPN Detected on Detect type State PPS Dropped
201.55.1.10 - XGE1/0/27 ACK-FLOOD Normal 1000 222222222
192.168.100.30 -- XGE1/0/28 DNS-FLOOD Normal 1000 333333333
192.168.100.66 -- Local SYN-ACK-FLOOD Normal 1000 165467998

# SoR T KAL) flood Brh kil i) IPvA4 HihEE H

<Sysname> display attack-defense flood statistics ip count
Slot 1:

Totally 2 flood entries.

Slot 2:

Totally 1 flood entries.

#1-1 display attack-defense flood statistics ip #84 B {5 SR %R

B

+H
H

3
X
e

IP address A B I IPvAt bl
VPN H iIPvatill BT J8 FIMPLS L3VPNSZBI LR, J& T AMK BRA “--7
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FE bi::pey
Detected on BATBGEE R ALE, BiEEOMANL (Local
Detect type F I flood Ty 4
FOEANZ AT BERIRE, Al s LR HUE:
State e  Attacked: ZIHIRAS
e Normal: IEHIRZE CHATHRZ BB
PPS FaE I H IIPvAH YL B flood B e 4h ST A CRRLR AR SCRERD)
Dropped B O s AHLE 57 Mflood B4k SC L H
Totally 2 flood entries MR T IPvA I % H

1.1.12 display attack-defense flood statistics ipv6

display attack-defense flood statistics ipv6 ¥ HKER IPv6 flood B diBhiisgt
HER.
[4<]
display attack-defense { ack-flood | dns-flood | fin-flood | flood |
http-flood | icmpv6-Fflood | rst-flood | syn-flood | syn-ack-flood | udp-flood }
statistics ipv6 [ ipv6-address [ vpn vpn-instance-name ] ] [ [ interface
interface-type interface-number | local ] [ slotslot-number ] ] [ count]
[#LE]
S
[(REAFAE]
network-admin

network-operator

ack-flood: /rfHE ACK flood KR G115 E .
dns-flood: x5 5%E DNS flood KM 4t itHE ..
fin-flood: E/r#H5E FIN flood KA G5 .

flood: E/-ATAZEA IPV6 flood ki Biugiitfs 2 .
http-flood: Z7x HTTP flood Wil piiugiitfs 2 .
icmpv6-Flood: Z7R4E%E ICMPV6 flood 2574515 =
rst-flood: E/rfhE RST flood KA G5 S
syn-flood: E/xfiE SYN flood KA G115 E .
syn-ack-flood: 7~ SYN-ACK flood B i i iE 4 il5 S -
udp-Fflood: 7162 UDP flood KB4 iH5 5.
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ipv6-address: ZiriE5E H K 1Pv6 Hilik i flood Wi BG4 5 R AR EASE, W ERIT
A H 1Pve itk flood BBy 5415 B -
vpn vpn-instance-name: f&5€ IPv6 Hilibfir/@ ) VPN 5], i, vpn-instance-name %
7~ MPLS L3VPN [f] VPN 2 2 FR, N 1~31 MEFIFRE, X KNS JHREEASEH, N
FN1Z% IPv6 HikibJg T A M.
interface interface-type interface-number: & 7~48 & # ) flood B B 6 48 i3 B,
interface-type interface-number £/ OB 45 .
local: R rAHL EEATREMK flood BB it (& & .
slot slot-number: B RiEER A& LA flood B piagiit5 8, slot-number R &
12 IRF IR R g o %S ENAESR S ANLEFE 4R 10 (B0 VLAN #2100 B o] . oKk $5 &
AZH, MFRRBRTE RS E1) flood B Biage it & .
count: ERFFE TR E KM HIH AT flood Brai sl i) 1Pv6 Hitib %5 H .

[FRES
H T flood Bri Ao HbE, R A Gy & R R 2 X E H 1 1Pve Hitik B B iE 4ot 5 B
HiAIEE interface Ml local 2%, WR/RFTA N LLULANL B flood BBt giHE & .

(2611
# R AT 2R 1PV flood Bt FiE Gt 5 &

<Sysname> display attack-defense flood statistics ipv6

Slot 1:

IPv6 address VPN Detected on Detect type State PPS Dropped
1::2 - XGE1/0/26 DNS-FLOOD Normal 1000 111111111
1::3 - XGE1/0/27 SYN-ACK-FLOOD Normal 1000 222222222
1::4 - Local ACK-FLOOD Normal 1000 111111111
1::5 - Local SYN-FLOOD Normal 1000 22222222
Slot 2:

IPv6 address VPN Detected on Detect type State PPS Dropped
1::2 - XGE1/0/27 SYN-FLOOD Normal 1000 468792363
1::5 - XGE1/0/27 ACK-FLOOD Normal 1000 452213396
1::6 - Local DNS-FLOOD Normal 1000 12569985

# WoR P 2RI flood Brak kil i) 1Pv6 bk % H .

<Sysname> display attack-defense flood statistics ipv6 count
Slot 1:

Totally 4 flood entries.

Slot 2:

Totally 3 flood entries.

%<1-2 display attack-defense flood statistics ipv6 #% ER1E EMiA R

FE i
IPv6 address BAS I B (F1Pve ik
VPN H BIPVe il T & FIMPLS L3VPNSLHG 44K, J& T AR SR Ay “--”
Detected on BATBCEAS I A2 B, AR DAIANL (Local)
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FE ik
Detect type K i flood Ty 4 Y
B OBAN AR TRADRS, PR LN HUAE:
State e Attacked: ZIiRA&
e Normal: IEHIRZE CHATIERZINLHE)
PPS TR E 1 H BIPVeI Y B SC fd  CRA R SCRERD)
Dropped B0 B AHLE F flood B R S H H
Totally 4 flood entries ARSI T IPve Lk % H

1.1.13 display attack-defense policy

display attack-defense policy FK &R It Bhi S ke B 15 8 .
[4<]

display attack-defense policy [ policy-name ]
[#LE ]

R
[RERFPRE]

network-admin
network-operator
[&#1]
policy-name: KPiiiRIE4HR, K 1~3L NFRIYFR &, AFFECRI/NEFEE 5. T
RILANE TR, ARG BERIBEARSE, WRIR BRI Bt b i sk i 245 5 .

[ERES
At A R I A AR B AR A R O B A RE S O X B A S AR ER D5 ORI S K B 24
(2611

# ot € Bk B VE SR abe 1 EAE S .
<Sysname> display attack-defense policy abc
Attack-defense Policy Information

Policy name - abc

Applied list . Local
XGE1/0/25
Vlanl

Exempt IPv4 ACL: : Not configured

Exempt IPv6 ACL: : vip
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Signature attack defense configuration:

Signature name
Fragment
Impossible
Teardrop
Tiny fragment
IP option abnormal
Smurf
Traceroute
Ping of death
Large ICMP
Max length
Large ICMPv6
Max length
TCP invalid flags
TCP null flag
TCP all flags
TCP SYN-FIN flags
TCP FIN only flag
TCP Land
Winnuke
UDP Bomb
UDP Snork
UDP Fraggle
IP option record route
IP option internet timestamp
IP option security
IP option loose source routing
IP option stream ID
IP option strict source routing
IP option route alert
ICMP echo request
ICMP echo reply
ICMP source quench
ICMP destination unreachable
ICMP redirect
ICMP time exceeded
ICMP parameter problem
ICMP timestamp request
ICMP timestamp reply
ICMP information request
ICMP information reply
ICMP address mask request
ICMP address mask reply
ICMPv6 echo request
ICMPv6 echo reply
ICMPv6 group membership query

Defense
Enabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
4000 bytes
Disabled
4000 bytes
Disabled
Disabled
Enabled
Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Enabled
Disabled
Enabled
Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
Disabled
Disabled
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Level
Info
Info
Info
Info
Info
Info
Medium
Low
Medium

Low

medium
Low
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Medium
Medium
Medium
Medium
Medium
Medium

Actions

r—r O 2 - - - -
O |w)

-

rrrrrrrr - rrr-rr-r -~~~ ~r~ O B>~ ™ ™
|w)

r - - -
O ©O O U O

L,D



ICMPv6 group membership report Disabled Medium L,D

ICMPv6 group membership reduction Disabled Medium L,D
ICMPv6 destination unreachable Enabled Medium L,D
ICMPv6 time exceeded Enabled Medium L,D
ICMPv6 parameter problem Disabled Medium L,D
ICMPVv6 packet too big Disabled Medium L,D

Scan attack defense configuration:
Defense: Disabled

Level: Medium

Actions: L

Flood attack defense configuration:

Flood type Global thres(pps) Global actions Service ports Non-specific
SYN flood 1000(default) - - Disabled
ACK flood 1000(default) - - Enabled
SYN-ACK flood 1000(default) - - Disabled
RST flood 200 - - Enabled
FIN flood 1000(default) L,D - Disabled
UDP flood 1000(default) - - Disabled
ICVMP flood 1000(default) - - Disabled
ICMPv6 flood 1000(default) cv - Disabled
DNS flood 10000 - 30,61 to 62 Enabled
HTTP flood 10000 - 80,8080 Enabled

Flood attack defense for protected IP addresses:

Address VPN instance Flood type Thres(pps) Actions Ports
1::1 - FIN-FLOOD 10 L,D -
192.168.1.1 - SYN-ACK-FLOOD 10 - -
1::1 - FIN-FLOOD - L -
2013:2013:2013:2013: - DNS-FLOOD 100 L,CV 53

2013:2013:2013:2013

#<1-3 display attack-defense policy #4 B /R 1E SRR

FE Fiz:pu
Policy name Yk B ¥ S s 44 R
Applied i ek By 9 A s B B R B3R, A4 O A RRAIAHL
pplied list
(Local)
Exempt IPv4 ACL IPvAi 4151 3R
Exempt IPv6 ACL IPvefil 4141 3
BB iE AL BRAT Ay, A HE LT A -
e CV: HHZ/uhHE
Actions o L: MiHEEHE
o D: EFHRX
o N: ARAEATAEATH
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e

Signature attack defense configuration

AT T VER B R

Signature name

LR

W pa 0T RS A4 LU HUE

Defense Enabled: Jf)g
Disabled: &)
HARERH, T HUE:
o Info: #RIRYH

Level o low: {&ZH)

e medium: 5
e high: m%A CHRTE LG

IP option record route

IP % Ifirecord route 4y

IP option security

IP % Tisecurity X7

IP option stream ID

IP i Wistream identifier® o7

IP option internet timestamp

IP 37 internet timestampX i

IP option loose source routing

IP #Tiloose source routingX il

IP option strict source routing

IP % Mistrict source routingX i

IP option abnormal IP 3 I 5 By

IP option route alert IP i%Tiroute alert ik
Fragment 1P v i Mok

IP impossible IP impossible

Tiny fragment

IP tiny fragment

Teardrop IP teardropXiti, XFRIP overlapping fragments
Large ICMP Large ICMPX

Max length ICMPHR ST oV i B KK

Smurf SmurfBifi

Traceroute Traceroute B

Ping of death

Ping of deathX i

ICMP echo request

ICMP echo requestB 7

ICMP echo reply

ICMP echo replyX 7

ICMP source quench

ICMP source quenchXif;

ICMP redirect

ICMP redirectX{ 7

ICMP parameter problem

ICMP parameter problemX{it;

ICMP timestamp request

ICMP timestamp requestX
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e

ICMP timestamp reply

ICMP timestamp replyX i

ICMP information request

ICMP information request® it

ICMP information reply

ICMP information reply Xt

ICMP address mask request

ICMP address mask requesti{ if;

ICMP address mask reply

ICMP address mask replyi;

ICMP destination unreachable

ICMP destination unreachableX{{;

ICMP time exceeded

ICMP time exceeded®( 7

Large ICMPV6

Large ICMPv6 X7

ICMPV6 echo request

ICMPV6 echo requestB il

ICMPV6 echo reply

ICMPV6 echo replyX il

ICMPV6 group membership query

ICMPV6 group membership queryBi;

ICMPvV6 group membership report

ICMPV6 group membership reportX i

ICMPV6 group membership reduction

ICMPv6 group membership reductionX{ i

ICMPV6 destination unreachable

ICMPV6 destination unreachableX 7

ICMPV6 time exceeded

ICMPV6 time exceeded

ICMPV6 parameter problem

ICMPv6 parameter problemZ i

ICMPvV6 packet too big

ICMPV6 packet too bigZif

Winnuke

WinnukeX i

TCP Land

Land X if

TCP NULL flag

TCP NULL flag¥il

TCP invalid flags

TCP invalid flagsX il

TCP all flags

TCPHT A bR AL BAr My, SR EUER Tt

TCP SYN-FIN flags

TCP SYNAIFIN [F S B A Bty

TCP FIN only flag

TCP RAFIN# & {7 i Bl

Fraggle Fraggle® i, XFUDP chargen DoS attack
UDP Bomb UDP BombX(ifi
Snork Snork B 7
Scan attack defense configuration PP P ERS R
AR Zn), AH T BUA:
o low: RZHI

Level

e medium: HZ5
e high: &gl

Flood attack defense configuration

flood Xz i s i e ELA5 2
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FE ik

floodMradi A, AL LR B :
e ACK flood
e DNS flood
e  FIN flood
e |CMP flood

Flood type e |ICMPv6 flood
e  SYN flood
e  SYN-ACK flood
e UDP flood
e  RST flood

° HTTP flood

flood Xz i s v (1 4 Jm g A BRAEL, A R b SC 8, BR

Global thres(pps) M 41000pps

flood Bt By ¥ 1 4% R AL BRAT Ay, ELHG LA R UL :
e D: EFIRX

Global actions o L. MihHEARE,

o CV: K ImEIIE

o - RECE

flood ek By ¥ 1) 4 JRy ko P s 15 o 1B A XFDNS
Service ports flood B FVEMIHTTP flood B Bia AR, X T H e
flood X fivs, Wy -7

Non-specific S SR IPHEIE T S SYN flood By By 3 46 I R 25

Flood attack defense for protected IP addresses S B2 AP P L I flood B o 7 YU it B

Address 18 € 1P HbE

VPN instance Fi B IIVPNEL I 4 FR, RIS SRl “--”

Yt s VA P A A BRAEL, B AR SCRERD, AR E BN

Thres(pps) By«

Flood ¥ B i A Il it 115 o 1% B R X DNS flood %
Ports FHHFEAHTTP flood X Bryu A%k, S+ F HAh K75

S Bl == & 9
o, EBonoh “-

# S T BU 7 Ve SR R BE EEIC LA S

<Sysname> display attack-defense policy
Attack-defense Policy Brief Information

Policy Name Applied list

Atk-policy-1 Ten-GigabitEthernetl/0/25
Ten-GigabitEthernetl/0/26

P2 None

P123 Ten-GigabitEthernetl/0/26

1-18



pl Local
p12 Local

#<1-4 display attack-defense policy #84 B /R 1E SRR

FE R
Policy Name B 97 V0 SR 44 TR
Applied list Yok B 6 S e B B RFIUSR, BG4 FRRIANL (Locah

[HEXH<]

. attack-defense policy

1.1.14 display attack-defense policy ip

display attack-defense policy ip @& HKER flood B iy r IPv4 258 ()32 (R4 1P

BRI

[4<]

display attack-defense policy policy-name { ack-flood | dns-flood |
fin-flood | flood | http-flood | icmp-flood | rst-flood | syn-ack-flood |
syn-Tlood | udp-flood } ip [ ip-address [ vpn vpn-instance-name ] ] [ slot

slot-number ] [ count ]
[#RE]

FEEME
[REFFAR]

network-admin

network-operator

policy-name: BUEBiusig Mk, N 1~31 MR TFRH,
GEbRE NG B RRRTR <7 M <27

ack-flood: &7~ ACK flood KLl 52 #4 IP £ I
dns-flood: &7~ DNS flood BBy ya sz (9 IP RN,
fin-flood: 7% FIN flood B [ 15 52 147 1P R .

flood: EoRFTH KA flood BBy 32 (547 IP KT
http-flood: Z/x HTTP flood B i 5 52 /3 IP R I,
icmp-flood: &/~ ICMP flood Tl {632 147 1P 1.
rst-flood: E7x RST flood Ko Bivi 52 {447 IP £ .

AKX KNG o GIEIUE K

syn-ack-flood: 2/~ SYN-ACK flood Z i [ ¥ 52 {13 1P &1,

syn-flood: &7~ SYN flood Bri B 52 £ 47 IP £ I
udp-Fflood: 75 UDP flood Z i B i 52 19" IP F£ I,

1-19



ip ip-address: E/RiE5E IPv4A ML SZ 0597 IP R0, £ AIEE ip-address 2%, MERE
INHTA IPVA BRI Z AR 1P 3R T
vpn-instance vpn-instance-name: & J/x#5E VPN SEfI B2 Ry IP KIOl. Hrh
vpn-instance-name %75 MPLS L3VPN /) VPN S2l 4k, N 1~31L MEFHTFERE, KXok
NG BERIBEAZSE, WERRERIBAMEIZIRY IP R,
slot slot-number: RI/R485E R R & LR IP LT, slot-number £/RE4&LE IRF
PSR T . WRATREZSE, RS BRI R & EIRSZR 1P 2RI,
count: EIRTFETEEKMH flood ZARYT IP RINEH -

[=451]
# IR de e BE B Va5 abe W AT flood MUk BiVE i IPvA BB 2475 IP RIS B .

<Sysname> display attack-defense policy abc flood ip

Slot 1:

IP address VPN instance Type Rate threshold(PPS) Dropped
123.123.123.123 -- SYN-ACK-FLOOD 100 4294967295
201.55.7.45 - 1CMP-FLOOD 100 10
192.168.11.5 - DNS-FLOOD 23 100

Slot 2:

IP address VPN instance Type Rate threshold(PPS) Dropped

# WontR E MBI E abe TR AT 1Pv4 257 flood B2 0R4 IP R I
<Sysname> display attack-defense policy abc flood ip count

Slot 1:

Totally 3 flood protected IP addresses.

Slot 2:

Totally O flood protected IP addresses.

#1-5 display attack-defense flood ip ¥4 Z R {5 EHiA R

FE i

Totally 3 flood protected IP addresses IPvAR R Z (R4 PR 14 H

IP address ZARI I IPvARE

VPN instance SZARIP R IPvARBAE T & IMPLS L3VPNSLHI Z R, K16 E

Hﬂ—ﬁi—\‘yﬂ ‘(__”
Type flood X ;25 A
3 1730 A AN K y />
Rate threshold(PPS) @BEESI‘E)({?%Z%@?@%%ZIWE CRLCAIR TR ), KRES
B ER “-
Dropped K B flood Wi G M EEH, & Rt HEZIE R A0

1.1.15 display attack-defense policy ipv6

display attack-defense policy ipv6 @& HKiE/x flood BdiliiEir) 1IPve 257 ) 52 R4
IP I,
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[4<]
display attack-defense policy policy-name { ack-flood | dns-flood |
fin-flood | flood | http-flood | icmpv6-flood | rst-flood | syn-ack-flood
| syn-flood | udp-flood } ipv6 [ ipv6-address [ vpn vpn-instance-name ] ]
[ slot slot-number ] ] [ count ]
[#LE ]
FEEME
[REAFPAE]
network-admin
network-operator
(%]
policy-name: Kifiyisug4RR, Jy 1~31 MFEFMFERH, AXPRNG . GEREGHK
HEbE, NEFEE BT KRR <7 M “-7,
ack-flood: &7k ACK flood B hiE 2 f#37 IP F i,
dns-flood: &7~ DNS flood BBy 2 {54 IP £ .
fin-flood: 7= FIN flood Bl [ 15 52 147 1P R i
flood: E/RfTH AN flood i B Vu 52 R4 IP R I
http-flood: &~ HTTP flood Zdi By 32 453 IP F 1.
icmpv6-Fflood: {E7~ ICMPV6 flood B i[5 i 2 4547 IP F 1.
rst-flood: E7~ RST flood BB 52 {97 IP £ .
syn-ack-flood: &7~ SYN-ACK flood Z i [ ¥ 52 {13 1P &1l
syn-flood: 7~ SYN flood Bl [ 75 52 R4 1P .
udp-Fflood: 7% UDP flood Z i B i 22 54 IP F£ I,
ipv6 ipv6-address: EI/riEE IPv6 HilE[FZ R IP KT, #5446 E ipv6-address 4,
MR 1PVv6 KA 32 R4 1P R I,
vpn-instance vpn-instance-name: & 7x 18 E VPN S 2 k47 IP KW, Hrh
vpn-instance-name %7~ MPLS L3VPN ] VPN S 45Kk, N 1~3L MFEFRTFERFE, KoK
NE,
slot slot-number: EI/R485E MR A& LRI IP I, slot-number FRE&E IRF
RIS T . RN EZSE, WEIR BRI SR & BSR4 1P R0,
count: EIRTFETRE KT flood Z R4 1P RIEH .
€3
# ST S BB 500 abo T flood ZCi it ) 1PV6 KT R4 1P I

<Sysname> display attack-defense policy abc flood ipv6

Slot 1:

IPv6 address VPN instance Type Rate threshold(PPS) Dropped
2013::127F - SYN-ACK-FLOOD 100 4294967295
2::5 - ACK-FLOOD 100 10

1::5 - ACK-FLOOD 100 23
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Slot 2:

IPv6 address VPN instance Type Rate threshold(PPS) Dropped

# WontR € BEE B a SR abe WA flood Mk B IPVE RS2 LR IP LI A4
<Sysname> display attack-defense policy abc flood ipv6 count

Slot 1:

Totally 3 flood protected IP addresses.

Slot 2:

Totally 0 flood protected IP addresses.

#1-6 display flood ipv6 #n 4 B/R{E EFHIAE

FE DU
Totally 3 flood protected IP addresses | IPv635% 52 {47 P Wik H
IPv6 address ZARAP IPV6 L
VPN instance ZARY PV hE T B FIMPLS L3VPNSEFI 48K, A& SRl “--7
Type flood Bt 5 B!
Rate threshold(PPS) e & fflood K By fil ik IAE CERACARCSCERD) , RERER 2R “-7
Dropped far il E flood K it 5 I H A, # Rt B EZTBUE R N0

1.1.16 display attack-defense scan attacker ip

display attack-defense scan attacker ip 4 ASRERFFBEE 1 1Pv4 HihbR I,
[4<]

display attack-defense scan attacker ip [ [ interface interface-type

interface-number | local ] [ slotslot-number ] ] [ count]

—~
g‘j
R
—

EEALE
[(REAFPARE]
network-admin
network-operator
[&5%]
interface interface-type interface-number: & Ri5 e L EAGIN 3 () 338 Bk 2 1
IPv4 HiliE £ 1, interface-type interface-number X ORMAROHS .
local: S RAHURINE] 4T3 IPv4 Mkl R I,
slot slot-number: RI/R485E R R e BRI 1 IPv4 il 1, slot-number %R
WALE IRF PR T . ZSEINAESR E AN EHEE 2R (a0 VLAN #2100 I a] W, an i
AaEZSEH, WRRERITE B R &S ERERRBEEE 1 1Pv4 Bk R0,
count: WIRTFEIRE KNI A RT R B E 1 1Pv4 Mtk R T H .
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(RS

EARTGEAEMSE, WFRR BRI A& 1 1Pv4 HUhER I
(2611

# SR A SGE 1) IPvA il 2RI

<Sysname> display attack-defense scan attacker ip

Slot 1:

IP address VPN instance Detected on Duration(min)
192.168.31.2 -- XGE1/0/26 1284

2.2.2.3 - XGE1/0/26 23
192.68.11.2 - Local 782

Slot 2:

IP address VPN instance Detected on Duration(min)
192.168.1.100 -- XGE1/0/26 1586
202.2.1.172 -- XGE1/0/26 258

# R T RS ) P4 HhE R IR AN L

<Sysname> display attack-defense scan attacker ip count
Slot 1:

Totally 3 attackers.

Slot 2:

Totally 2 attackers.

FE i
Totally 3 attackers P Y E M EE
IP address ORI ) IPvALL
VPN instance TS EIMPLS L3VPNSEBI A FK, &+ AR sy “--7
Detected on BEATBCEAS M AO AL B, A4 I sAHL (Local)
Duration(min) o W B B ok B SR (B TA), - B Ry 43l

[(fBXa<]
. display attack-defense scan victim ip
. scan detect

1.1.17 display attack-defense scan attacker ipv6

display attack-defense scan attacker ipv6 fiv4 F R B F# Bt # 1 1Pve Huhk R I,

display attack-defense scan attacker ipv6 [ [ interface interface-type
interface-number | local ] [ slotslot-number ] ] [ count]
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[REAFPAE]
network-admin
network-operator

[5%#]
interface interface-type interface-number: S x485%E#H 0L E R IPv6 Hullk
X, interface-type interface-number xR AVFIFE 405
local: R RANUIN R B # IPV6 Hikik T
slot slot-number: WoR487E A B EHARBGEEE 1) 1Pv6 #ilik X0, slot-number iR
WATE IRF FH AT . S EINAESR € AN EHEE 2R (I VLAN #2100 I a] W an i
AEEIZSHE, W BRI iR s BRI B 1 1IPve Mtk 2.
count: WIRTFFEIRE FAH BT EARBEEE 1 1Pv6 Mtk R Ii%H .

[ERES
HARTEEMSE, W s A 3B 4 1) 1Pve Hihi R,
(256511

# R PR E I 1Pve Mk R I,

<Sysname> display attack-defense scan attacker ipv6

Slot 1:

IPv6 address VPN instance Detected on Duration(min)
2013::2 -— XGE1/0/28 1234

1230::22 -— XGE1/0/28 10

1002: : 20 -— Local 782

Slot 2:

IPv6 address VPN instance Detected on Duration(min)

# ORI 1PV6 Mk R I AN

<Sysname> display attack-defense scan attacker ipv6 count
Slot 1:

Totally 3 attackers.

Slot 2:

Totally O attackers.

#1-8 display attack-defense scan attacker ipv6 < R RIEEHIAR
FE ik
Totally 3 attackers Yook # 4 H
IPv6 address R IPveiil:
VPN instance PR IIMPLS L3VPNSEGI K, J&+ A M WoRy “--7
Detected on BATBCERI AL S, A5 O BANL (LocaD
Duration(min) For U B Br RR ST (], SRRy o)

CEES D |
. display attack-defense scan victim ipv6
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) scan detect

1.1.18 display attack-defense scan victim ip
display attack-defense scan victim ip 4 FRE R EEE 1 IPva Hibkg
Tl

(<]
display attack-defense scan victim ip [ [ interface interface-type
interface-number | local ] [ slotslot-number ] ] [ count]

~
g‘j
R
—

EEME
[REBFAE]
network-admin
network-operator
[&2%]
interface interface-type interface-number: SR8 5%E#H OB E K IPv4 Hidik %
I, interface-type interface-number %/~ ML %S .
local: W RAHUATINF 18 Ui # 1) IPvA4 Hhik R I
slot slot-number: Wos$aE KL B4 EHEEEEE ) 1Pv4 Hilik R 1T, slot-number F£/RX
FAE IRF PR RN T o ESHUAETR € AN BT E 2R (a0 VLAN 2 00D BT A
fREZSH, NN BRI A B EREBGEE 1 1Pv4 ik R 100,
count: WIRFFEIRE KM BB E ) 1Pv4 Mk LI H .

[ERES
EARIEEEMSE, R B A B M8 5 1) 1Pva sk R T
(2411

# R AR G ) IPvA SR T

<Sysname> display attack-defense scan victim ip

Slot 1:

IP address VPN instance Detected on Duration(min)
192.168.31.2 - XGE1/0/28 21

2.2.2.3 -— XGE1/0/28 1234
192.168.24.82  -- Local 782

Slot 2:

IP address VPN instance Detected on Duration(min)

# R AR U B BGE A 1 IPvA MR T AN £
<Sysname> display attack-defense scan victim ip count
Slot 1:

Totally 3 victim IP addresses.

Slot 2:

Totally O victim IP addresses.
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#1-9 display attack-defense scan victim ip #p% EREE2EA R

FE i
Totally 3 victim IP addresses A G 4E!
IP address Wi ) IPvAt bk
VPN instance FrEFIMPLS L3VPNSLHI LK, J& T AR Ry “--”
Detected on BEATBCAS I AL B, A D AL (LocaD
Duration(min) RO B B Moo R RF LRI 18], B R 43

[HHxd&$]
. display attack-defense scan attacker ip

° scan detect

1.1.19 display attack-defense scan victim ipv6

display attack-defense scan victim ipv6 4 F R BRI B i i di & IPve 0.
(<]

display attack-defense scan victim ipv6 [ [ interface interface-type

interface-number | local ] [ slotslot-number] ] [ count]

[#E]
AL
[(REFFARE]
network-admin
network-operator
[&#]
interface interface-type interface-number: S x485E#H: OB E K 1Pve Hitik %

I, interface-type interface-number %/~ M IE %S .

slot slot-number: W/x$EER RS ERBEBEEE 1 IPv6 HilikX i, slot-number FI/Ri%

%T‘ IRF IR R g T« XS EUNAETE B ANLEGE 4R 0 (a0 VLAN #2100 B o] W. an A
FELSH, MFRIR BRI R Bees B IGE 2 1) IPv6 Mk T

local: R RAHUAGIN 21 Bt & (1) 1Pv6 Hikik T

count: EIRFFETRE FAF I YT S E A .

[ERES
ERIGEEMSE, RS B B 3B M8 5 1) 1Pv6 sk R I
(2611

# R AL ST E ) 1PV6 sl R T

<Sysname> display attack-defense scan victim ipv6
Slot 1:
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IPv6 address VPN instance Detected on Duration(min)

2013::2 - XGE1/0/28 210

1230::22 - XGE1/0/28 13

1002::20 - Local 28

Slot 2:

IPv6 address VPN instance Detected on Duration(min)

# R RS AR T ) 1PV6 MUl IR AN
<Sysname> display attack-defense scan victim ipv6 count
Slot 1:

Totally 3 victim IP addresses.

Slot 2:

Totally O victim IP addresses.

%<1-10 display attack-defense scan victim ipv6 734 B /R1E 2iEAR

T8 Hik
Totally 3 victim IP addresses B A H
IPv6 address PR IPve b
VPN instance B HIMPLS L3VPNSEHI 4K, J& T2 Rt i -7
Detected on BEAT BRI B, A D s L (LocaD)
Duration(min) RS I 2 Bl Be ks R RF RIS ], A7 g 43

[HExw<]
. display attack-defense scan attacker ipv6
o scan detect

1.1.20 display attack-defense statistics interface

display attack-defense statistics interface 4 R ERE D EBEBiEgHHE
E\O

[#¢

=]

display attack-defense statistics interface interface-type
interface-number [ slot slot-number ]

—~
g‘j
R
—

EEMA
[REFAFBE]

network-admin

network-operator
(€29
interface-type interface-number: F/ngER: DK IERAIE: 45 .
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slot slot-number: B/ 078 & A W& LR giHE S, slot-number Rx ¥ &
1E IRF HH R R da'T . WRATEEIZSH, WERRERITE KL G EARGHEESTHER. %25
BANE R E 4RO (Bl VLAN #10) B e I,

[261]

# HoR$E 0 Ten-GigabitEthernet1/0/25 XTG4 15 B .

<Sysname> display attack-defense statistics interface ten-gigabitethernet 1/0/25

Attack policy name: abc
Slot 1:
Scan attack defense statistics:
AttackType
Port scan
IP sweep
Distribute port scan
Flood attack defense statistics:
AttackType
SYN flood
ACK flood
SYN-ACK flood
RST flood
FIN flood
UDP flood
ICMP flood
ICMPv6 flood
DNS flood
HTTP flood
Signature attack defense statistics:
AttackType
IP option record route
IP option security
IP option stream ID
IP option internet timestamp
IP option loose source routing
IP option strict source routing
IP option route alert
Fragment
Impossible
Teardrop
Tiny fragment
IP options abnormal
Smurf
Ping of death
Traceroute
Large ICMP
TCP NULL flag
TCP all flags
TCP SYN-FIN flags
TCP FIN only flag

AttackTimes Dropped

2 23
3 33
1 10

AttackTimes Dropped
0

0

5000

P PR R P NMNN®R P

O O O O O o o

AttackTimes Dropped
100

R PR R PR RPWORPEREROWOOODN®NPR
OO0 OO0 O0OO0OO0OO0OO0OFrIEFrR OOO®OT«FFr OO
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TCP invalid flag

TCP Land

Winnuke

UDP Bomb

Snork

Fraggle

Large I1CMPV6

ICMP echo request

ICMP echo reply

ICMP source quench

ICMP destination unreachable
ICMP redirect

ICMP time exceeded

ICMP parameter problem

ICMP timestamp request

ICMP timestamp reply

ICMP information request

ICMP information reply

ICMP address mask request

ICMP address mask reply

ICMPV6 echo request

ICMPVv6 echo reply

ICMPv6 group membership query
ICMPv6 group membership report
ICMPVv6 group membership reduction
ICMPVv6 destination unreachable
ICMPv6 time exceeded

ICMPv6 parameter problem
ICMPV6 packet too big
Slot 2:
Scan attack defense statistics:
AttackType

Port scan

IP sweep

Distribute port scan
Flood attack defense statistics:
AttackType

SYN flood

ACK flood

SYN-ACK flood

RST flood

FIN flood

UDP flood

ICMP flood

ICMPv6 flood

DNS flood

HTTP flood

Signature attack defense statistics:

P P R R P RRPRPRRPNAENOODTDEWNRERERPRRPRIERRLERLRRPR

AttackTimes

1
2
5

AttackTimes

R R R R R NN®WER PR
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Dropped
12
35
48

Dropped
0

0

4200
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AttackType AttackTimes Dropped
IP option record route 100
IP option security

IP option stream ID

IP option internet timestamp
IP option loose source routing
IP option strict source routing
IP option route alert

Fragment

Impossible

Teardrop

Tiny fragment

IP options abnormal

Smurf

Ping of death

Traceroute

Large ICMP

TCP NULL flag

TCP all flags

TCP SYN-FIN flags

TCP FIN only flag

TCP invalid flag

TCP Land

Winnuke

UDP Bomb

Snork

Fraggle

Large I1CMPV6

ICMP echo request

ICMP echo reply

ICMP source quench

ICMP destination unreachable
ICMP redirect

ICMP time exceeded

ICMP parameter problem

ICMP timestamp request

ICMP timestamp reply

ICMP information request

ICMP information reply

ICMP address mask request

ICMP address mask reply

ICMPV6 echo request

ICMPVv6 echo reply

ICMPv6 group membership query
ICMPV6 group membership report
ICMPv6 group membership reduction
ICMPV6 destination unreachable

B PR R PR RPNANOODODNWOWNRRRRPRRRPRRRRRPRPRRRNRRWOWRIERPRERIRWOOADDMWNLPR
O OO0 0O O0OkRrR PR OOOOOOOOOOOOOOOOOOOOOOOOONOOOORIErROOOSOTU R OO

ICMPv6 time exceeded
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ICMPv6 parameter problem

ICMPv6 packet too big

0
0

#1-11 display attack-defense statistics interface < R RIE2HIAR

FE Bi::3uN
AttackType Wk
AttackTimes 2R IR AL
Dropped LRI E
SYN flood SYN flood% i, HAttackTimes NORT, ZFIAE IR
ACK flood ACK floodBdi, HAttackTimes AOHT, %54 E R

SYN-ACK flood

SYN-ACK flood¥td7, 4AttackTimes O, Z%FA &

RST flood RST flood¥di, 4AttackTimes NOIE, %FIARER
FIN flood FIN flood% i, 4AttackTimes N0, %34 EoR
UDP flood UDP flood %ifi, HjAttackTimes ANOR, %4 AN BN
ICMP flood ICMP floodXili, AttackTimes NOR, %54 BN
ICMPv6 flood ICMPV6 flood B, ZAttackTimes A0, Z5IA R
DNS flood DNS flood%(idi, HAttackTimes O, ZAIAER
HTTP flood HTTP floodXili, AttackTimesANORT, %4 RER
Port scan w0, 4AttackTimes JNORY, %7 AR 2R

IP Sweep IPHf S, YAttackTimes HOR, ¥4 ER

Distribute port scan

g3 2 LB, HAttackTimes 0N, Z31A IR

IP option record route

IPi%k Wirecord route X5, 4AttackTimesNOR, ZHIA W~

IP option security

IPikisecurityB i, 4AttackTimes AON, %5 A&~

IP option stream ID

IPi& Tistream identifier 7, 4AttackTimes O}, %54
TN

IP option internet timestamp

IPIET internet timestamp Xy, XAttackTimes O, %7
ANEIR

IP option loose source routing

IPi%Tiloose source routingX i, AttackTimes AOHf, %
FIA BN

IP option strict source routing

IPik Iistrict source routing®iti, *AttackTimes NORT, %3]
ENTYN

IP option route alert

IP i%Jiistrict source routing® i, 4AttackTimesHOHS, %
BIAEIR

Fragment IPo B R T, HAttackTimes O, ZFIA TR

Impossible IP impossible i, AttackTimes N0, %4 ER
K, i i ,

Teardrop IP teardropX(ifi, XHXIP overlapping fragments, 4

AttackTimes HOK}, iZF|A &~
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e

Tiny fragment

IP tiny fragmentX il

IP option abnormal

IPIEI S Wy, *4AttackTimes HOK, iZHA Bix

Smurf

Smurfiid;, XAttackTimes O, Z%F|A &R

Ping of death

Ping of deathX i, ZAttackTimes ~OIY, ZHIAEIR

Traceroute TracerouteB{#d7, HAttackTimes NOWT, iZAIA ERx
Large ICMP Large ICMPXid:, 4AttackTimes O, %54 &R

TCP NULL flag

TCP NULL flag#iifi, HAttackTimesNOR, %4 AN BN

TCP all flags

TCPATAbRENM I B B, NAREWEM B, 4
AttackTimes NOI, iZFIAS Bow

TCP SYN-FIN flags

TCP SYNFIFIN# A} B K5, HAttackTimes NOH, 1%
BB~

TCP FIN only flag

TCP RAFINtEM MM, HAttackTimes A0S, %A

BN

TCP invalid flag

TCP dbr A Bdi, ZAttackTimes HORT, ZFA BIR

TCP Land TCP LandXtili, *4AttackTimes HOR, %34 R
Winnuke Winnukei(ifi, ZAttackTimes A0, ZFIARER

UDP Bomb UDP BombXifi, AttackTimes A0, %54 &R

Snork UDP snorkX4ifi, HAttackTimes AHOHT, %4 A ER
Fraggle FraggleX(ii, X F#XUDP chargen DoS attack, Z4AttackTimes

NORF, ZBIA BN

Large ICMPV6

Large ICMPv6Xiti, AttackTimes NORT, &R ER

ICMP echo request

ICMP echo requestiifi, ZAttackTimes NOIT, ZF|AEIR

ICMP echo reply

ICMP echo reply4rdy, 4AttackTimesHOI}, Z%FIAER

ICMP source quench

ICMP source quenchX(il;, 4AttackTimes NOR, %4 AR5
ZD

ICMP destination unreachable

ICMP destination unreachableX( i, *4AttackTimes A0,
AN AR

ICMP redirect

ICMP redirectB 7, HAttackTimes NOI, iZAIA T~

ICMP time exceeded

ICMP time exceededX( @7, 4AttackTimes KON, %A G
7N

ICMP parameter problem

ICMP parameter problemZifi, *jAttackTimes O, %%
AR

ICMP timestamp request

ICMP timestamp requestiii, *AttackTimes A0, %%
NN

ICMP timestamp reply

ICMP timestamp reply%(ifi, XAttackTimes NORT, ZFIA

IR
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i

ICMP information request

ICMP information request®i;, jAttackTimesHOI, %31
ENTZS

ICMP information reply

ICMP information reply%(ifi, *4AttackTimes NOR, ZFIA

IR

ICMP address mask request

ICMP address mask request¥ i, XjAttackTimes HOR, %
BIAEIR

ICMP address mask reply

ICMP address mask reply4(ifi, *jAttackTimes 40}, %71
NN

ICMPV6 echo request

ICMPv6 echo request(ifi, *AttackTimes O, %54

BN

ICMPV6 echo reply

ICMPV6 echo replyXtili, 4AttackTimes N0}, %4 A 2R

ICMPV6 group membership query

ICMPv6 group membership queryXiifi, 4AttackTimes A0
i, ZAA BN

ICMPvV6 group membership report

ICMPv6 group membership report¥ii, *jAttackTimes A0
i, ZANA BN

ICMPV6 group membership reduction

ICMPv6 group membership reduction =, 4AttackTimes
ROB, ZFIABIR

ICMPvV6 destination unreachable

ICMPV6 destination unreachableX{idi, 4AttackTimes A0
W, A RN

ICMPV6 time exceeded

ICMPV6 time exceeded® 7, HAttackTimes NORS, %A

7N

ICMPV6 parameter problem

ICMPv6 parameter problemI i, *AttackTimes A0}, 1%
FIA IR

ICMPV6 packet too big

ICMPV6 packet too bigtiti, *4AttackTimesHOWT, %74
7N

1.1.21 display attack-defense statistics local

display attack-defense statistics local 4 MR ERANB L IEM S THE R,

[4<]

display attack-defense statistics local [ slotslot-number]

[#LE]
EEMA
[REFAFBE]

network-admin

network-operator
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[&%]

slotslot-number: B/R AN LRGSR E KRGS LA THEE, slot-number KR ik %
£ IRF F IR S . INRARTIZSE, RN BIRITA R W& BRI 3 i Ay 2t By e gt

2N

/o

€27)
# SR AL DS S .

<Sysname> display attack-defense statistics local

Attack policy name: abc
Slot 1:
Scan attack defense statistics:
AttackType
Port scan
IP sweep
Distribute port scan
Flood attack defense statistics:
AttackType
SYN flood
ACK flood
SYN-ACK flood
RST flood
FIN flood
UDP flood
ICMP flood
ICMPv6 flood
DNS flood
HTTP flood
Signature attack defense statistics:
AttackType
IP option record route
IP option security
IP option stream ID
IP option internet timestamp
IP option loose source routing
IP option strict source routing
IP option route alert
Fragment
Impossible
Teardrop
Tiny fragment
IP options abnormal
Smur¥
Ping of death
Traceroute
Large ICMP
TCP NULL flag
TCP all flags

AttackTimes Dropped

2 23
3 33
1 10

AttackTimes Dropped
0

0

5000

B PR R P NN®RE R

O O O O o o o

AttackTimes Dropped
100

B PR R PR ®OR R RRPW®OOODN®ONPR
O OO OO0 O0OO0OO0OkRrR R OOOGOTLHROO
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TCP SYN-FIN flags

TCP FIN only flag

TCP invalid flag

TCP Land

Winnuke

UDP Bomb

Snork

Fraggle

Large I1CMPVv6

ICMP echo request

ICMP echo reply

ICMP source quench

ICMP destination unreachable
ICMP redirect

ICMP time exceeded

ICMP parameter problem

ICMP timestamp request

ICMP timestamp reply

ICMP information request

ICMP information reply

ICMP address mask request

ICMP address mask reply

ICMPv6 echo request

ICMPV6 echo reply

ICMPVv6 group membership query
ICMPV6 group membership report
ICMPV6 group membership reduction
ICMPv6 destination unreachable
ICMPV6 time exceeded

ICMPV6 parameter problem
ICMPv6 packet too big
Slot 2:
Scan attack defense statistics:
AttackType

Port scan

IP sweep

Distribute port scan
Flood attack defense statistics:
AttackType

SYN flood

ACK flood

SYN-ACK flood

RST flood

FIN flood

UDP flood

ICMP flood

ICMPV6 flood

DNS flood

R PR R P RRPRRPRREPNAENODTDEWNRERPRRPRRRRERRRLPRRR

AttackTimes

4
2
1

AttackTimes

P P P P NNNPR PR

1-35

O O O OO0 O O PFr P OO OO O0OO0OO0OO0OO0OO0OO0O OO0 OoOOoOoOooooooo

Dropped
46
28
10

Dropped



HTTP flood 1 0
Signature attack defense statistics:

AttackType AttackTimes Dropped
IP option record route 230
IP option security
IP option stream ID
IP option internet timestamp

IP option loose source routing

o O »r O O

IP option strict source routing

=
N

IP option route alert
Fragment

Impossible

Teardrop

Tiny fragment

IP options abnormal

Smur¥

Ping of death

Traceroute

Large ICMP

TCP NULL flag

TCP all flags

TCP SYN-FIN flags

TCP FIN only flag

TCP invalid flag

TCP Land

Winnuke

UDP Bomb

Snork

Fraggle

Large I1CMPv6

ICMP echo request

ICMP echo reply

ICMP source quench

ICMP destination unreachable
ICMP redirect

ICMP time exceeded

ICMP parameter problem
ICMP timestamp request
ICMP timestamp reply

ICMP information request
ICMP information reply
ICMP address mask request
ICMP address mask reply
ICMPv6 echo request
ICMPV6 echo reply

ICMPv6 group membership query
ICMPV6 group membership report

B PR R PRENMNDIMNOOODNWOWNRRRPRRRPRRRPRRRPRRRPRRRPROWRERERRRPEONDOIDNWNNRN

O O O Fr P OO O O OO 0O 0O WOoOOoO o oOoOooOoOouOouOouOooooooo oo oo or » o

ICMPV6 group membership reduction
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ICMPv6 destination unreachable 1 0
ICMPv6 time exceeded 1 0
ICMPv6 parameter problem 1 0
ICMPv6 packet too big 1 0

%<1-12 display attack-defense statistics local 74 B R 18 2k R

FE R
AttackType By vt
AttackTimes 2 B B IR E
Dropped EFRSCH
Port scan i RS, HAttackTimes A0, ZFAEIR
IP Sweep P, 4AttackTimes O, ZFIA EoR
Distribute port scan oy A 2 R, MAttackTimes N0, %4 R EoR
SYN flood SYN flood®tifi, *AttackTimes A0, ZFIA &R
ACK flood ACK floodXtili, *4AttackTimes AOHT, ZFIAER
SYN-ACK flood SYN-ACK flood %, *jAttackTimes HOI, ZFIAER
RST flood RST flood%iti, *MAttackTimes A0, %5 ER
FIN flood FIN flood%tili, 4AttackTimesNOHT, %FIAN IR
UDP flood UDP flood X, *4AttackTimes HOI, %54 ER
ICMP flood ICMP flood %7, 4AttackTimes A0, %5 EoR
ICMPV6 flood ICMPV6 flood ¥, MAttackTimes O, ZFIAER
DNS flood DNS flood¥ i, XAttackTimes OIS, 1ZFIA ER
HTTP flood HTTP flood% i, MAttackTimes A0, ZFA &R
IP option record route IP #%Tjirecord routeX(ii, HAttackTimes NOKf, ZHIAE R
IP option security IP %k Tisecurityd, 4AttackTimes A0, %34 &R
IP option stream ID IP % Ijistream identifier’( 5, XAttackTimes O, ZFIA IR
IP option internet timestamp IP E1 internet timestampX iy, *AttackTimes NORT, 1%FIA TR
IP option loose source routing IP i%Iiloose source routingX(fi, X4AttackTimes AOKT, 1%FIAEIR
IP option strict source routing IP i&Jistrict source routingXd, MAttackTimes NOWS, ZFIAEIR
IP option route alert IP i%Jistrict source routingX i, MAttackTimes NOWS, ZFIAEIR
Fragment Py R Mdy, HAttackTimes A0, ZAIARE R
Impossible IP impossibleXidi, 4AttackTimes NORS, %5 A ER
Teardrop I‘I‘D teardroEIjlﬁ, M FRIP overlapping fragments, 24AttackTimes ORI,
YA ER
Tiny fragment IP tiny fragmentX
IP option abnormal IP 3 I0 S8 Wiy, 4AttackTimes N0, ZHIASER
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Smurf

Smurfiidi, HAttackTimes NORt, %FIA BoR

N

Ping of death

Ping of deathXili, HjAttackTimes A0, %5 R ER

Traceroute TracerouteX{ i, HAttackTimes NOI}, ZFIA R~
Large ICMP Large ICMPXit;, HAttackTimes NORS, %54 ER

TCP NULL flag

TCP NULL flag¥iili, ZAttackTimes NOR, %4 AN EIR

TCP all flags

TCPITA bR AL 1 B A Hraly, MNAREVEM BLdy, 29 AttackTimes YO,
ZIIAEIR

TCP SYN-FIN flags

TCP SYNFIFIN# [FIH B A B, 2AttackTimes NORS, 1ZFIAER

TCP FIN only flag

TCP A AFING BT, HAttackTimes NOIF, %A EIR

TCP invalid flag

TCPIEEFrEM B, HAttackTimes NOI!, %A BoR

TCP Land TCP Land¥i7, HAttackTimes NOR}, iZFIAER

Winnuke WinnukeXili, HAttackTimes ANOR, %8R ER

UDP Bomb UDP BombX(ii, HAttackTimes HOR}, iZFIA R

Snork SnorkBili, HAttackTimes NORT, %8R ER

Fraggle FraggleXdi, XFRUDP chargen DoS attack, 4AttackTimes yOHT,

IR

Large ICMPv6

Large ICMPV6X i, HAttackTimes NOHT, Z%FIA TR

ICMP echo request

ICMP echo requestI{d;, ZjAttackTimes MO, ZFIAER

ICMP echo reply

ICMP echo replyXdi, AttackTimesNOH}, %A ER

ICMP source quench

ICMP source quenchX(il;, AttackTimes MO, iZFIA BN

ICMP destination unreachable

ICMP destination unreachable X7, ZAttackTimes N0, %A SR

>l

ICMP redirect

ICMP redirect®{ 7, 4AttackTimes NOI, %A T~

ICMP time exceeded

ICMP time exceeded®if;, H4AttackTimes NOI, iZAIA S~

ICMP parameter problem

ICMP parameter problemZir, *jAttackTimesHOm), ZF|A LR

ICMP timestamp request

ICMP timestamp request®i;, XAttackTimesNOKS, ZHIAER

ICMP timestamp reply

ICMP timestamp replyXidi, 4AttackTimes A0}, %5 A ER~

ICMP information request

ICMP information requestXii, AttackTimes NORY, ZH|IAER

ICMP information reply

ICMP information replyXtili, 4AttackTimes O, %% A 2R

ICMP address mask request

ICMP address mask requestiifi, XAttackTimes AHOW, ZFIAER

ICMP address mask reply

ICMP address mask reply®idi, XAttackTimesAO0R}, ZFIAER

ICMPvV6 echo request

ICMPV6 echo requestXii, AttackTimes NOI, %4 A ER

ICMPvV6 echo reply

ICMPV6 echo replyXili, *4AttackTimes NOR, %4 A &R

ICMPV6 group membership query

ICMPV6 group membership queryXifi, *4AttackTimes SHOHF, %54
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FEB ik

BN

ICMPV6 group membership report¥iifi, AttackTimesAOR, ZFIA

F%N

ICMPV6 group membership report

ICMPV6 group membership reduction®{i7, XAttackTimes N0}, %

ICMPV6 group membership reduction | 2~

ICMPV6 destination unreachableX 7, *jAttackTimes N0, %54

ICMPvV6 destination unreachable -
JIN

ICMPV6 time exceeded ICMPV6 time exceededX i, XjAttackTimes NORT, ZFIAEIR

ICMPV6 parameter problem ICMPV6 parameter problemX{ii, XAttackTimes HORT, %54 EIR

ICMPV6 packet too big ICMPV6 packet too bigHiili, 4AttackTimes HON, ZHIAER
[HHxa$]

° reset attack-defense statistics local
1.1.22 dns-flood action

dns-flood action 4 KA E X DNS flood B [ 6 1) 4= R AL FEAT
undo dns-flood action fiy4 H RIKE HE1E L.
(<]
dns-flood action {drop | logging } *
undo dns-flood action

[EREFR]
KGN ) DNS flood Fti R BT A 15 it -
(EED
Tt 9 v SR AL
[RERFPAE]
network-admin
[&5%]
drop: FREFHERIC, MRl B Mt R ARG, Fgd KA G20 DNS fikCH«
[ SR
logging: Fopfith & HE, RGBTl AR, A &G E
(25451 ]

# 1R B Y 5 atk-policy-1 H17C B X DNS flood J it [ 76 1 42 Jr A BRAT 9 & & 37 Ja 44k 5L

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] dns-flood action drop
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CEES D |
o dns-flood detect
. dns-Tlood detect non-specific
o dns-flood threshold

1.1.23 dns-flood detect

dns-Fflood detect 4 FRIT 3 AHE 2 IP Huhk (2 B vuAa, JFhc & DNS flood Mk B vuts:
DU fi K RELAI % DNS flood Mo (A FEAT A
undo dns-flood detect fiy4 HRCHXTHE 2 IP Hutik ) DNS flood Z i B yuAs il .

[4<]
dns-flood detect { ip ipv4d-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ] [ port port-list] [ threshold threshold-value ] [ action
{{drop | logging } * | none } ]
undo dns-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ]

[ERE1ER]
RIHEA e E 1P bR B DNS flood i By YAl -

[#LE]
i By i A g 4L K

[(REAFAE]
network-admin

€29
ip ipv4-address: 15EZEEY ) IPv4 Hitk. % IPv4 HilEASRE N4 1 Hihikek4s 0 Hidik,
ipv6 ipv6-address: f&iE&ZLEY I IPV6 Hillk.
vpn-instance vpn-instance-name: z {& ¥ IP M3k Jr J& ) VPN Sk o Mo,
vpn-instance-name %75 MPLS L3VPN ] VPN S21 488, A 1~31 NMERFH 7/, KXok
NG BERIBEASH, WEIRIZR 1P HbEE T A M.
port port-list: #5 & JF /8 DNS flood X i Py yu & W 1 o 1 %) %, R H XN
{ start-port-number [ to end-port-number ] } &<1-65535>. &<1-65535>% 7 Hij ¥
S ¥l % 1 LU 65535 Y. end-port-number 2k T84T start-port-number. #5A
TREASE, WIZRAL ] 4R e B AR I o 1 5136
threshold threshold-value : 5 % DNS flood I i B 5 /) fit & B (8 . 2L+,
threshold-value N 4&5E IP Ml &EAb KX 1) DNS R CEH, BUE Y 1~1000000.
action: WEXS DNS flood Bii LB AT . #5 KT8 EASH, MK FKH DNS flood KitiPiia
14 R AR ERAT N
drop: FREARBGHMSC, B &R Seh KBNS, mgs K& G 8T E DNS #focHis
W EFH.
logging: Fpfiith & HE, BR&RNB S EKAER, EREERER.
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none: FRRAKIUEM N

[ERES
filifE DNS flood B iP5, Al TR Ras, S e R F G E 1P il A% DNS 5 3CH
HORFFEIA RSB T flok BERS, BIIANIZ 1P HhEsZ2 3] T DNS flood Bridi, JUIE N BB itk
& RGN E R SRR R . SRR, i R B A R 55 4% AR ARSI AR AR TR R
6 (il BIMER 3/4) I, BIYONBGRER, Wi Sdi e RSk R oSG R A, R k3T

815 e 1 it o
TN Tk VG SRS T AT LARIIS X 24 1P ik d & DNS flood K By YAl o
[261]

# (EXLT B TSR atk-policy-1 FHF B Xt IP il 192.168.1.2 (¥ DNS flood Brii By A, 45 &
s 109 53 il BI{E Y 2000, 24385 MLl 21 7112 1P Huhik (¥ 53 S CAEAD KX K] DNS S8
sk 3| EgE T 2000 i, JH3) DNS flood B B .

<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] dns-flood detect ip 192.168.1.2 port 53
threshold 2000

[fAXa<]
o dns-flood action
. dns-flood detect non-specific
o dns-flood threshold
. dns-flood port

1.1.24 dns-flood detect non-specific

dns-flood detect non-specific a4 kX JEZ - IP Ml A J5 DNS flood BB v

Far il o
undo dns-flood detect non-specific @4 HRKIEHN FrE IEZ -4 1P Hulik ¥ DNS flood
B4 & o YIB(ER kil

(<]

dns-flood detect non-specific

undo dns-flood detect non-specific

[ER&HIR]

ARIHERTAESZ GrY 1P HLETT 5 DNS flood Badi B v kel «
(L]

B TR SR
[REFAFAE]

network-admin
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[EMES

XA AESZ Or P IP ik JF S DNS flood X pyyutaill 5, #&¥KHERMBEKE (H
dns-flood threshold 4% &E) FAHITH (H dns-Flood action iy 2 ALE) XfiXLL P
bk AT R

[=451]
# AEBE BT VG 5 atk-policy-1 11, XFFTA E2 LR IP ik JT 5 DNS flood Bty By ik il .

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] dns-flood detect non-specific

CEES D |
o dns-flood action
. dns-flood detect
) dns-flood threshold

1.1.25 dns-flood port

dns-flood port 4 AL E DNS flood Hi B i 14 k6 il i 115 .
undo dns-flood port it 4 FRKE HE 1.
[4<]
dns-flood port port-list
undo dns-flood port

[EREFER]
DNS flood i 9 ¥ 4 4= Ja ks il o 11504 53
[#LE]
B RN e
[RERFPAE]
network-admin
[5%]
port-list: 57T/ DNS flood Brati v er il s 1 5135, &on 7 A v{ start-port-number

[ to end-port-number ] } &<1-65535>. &<1-65535>% 7 Al [ )54 £ 1] Ui \ 65535
K. end-port-number %40k T 8% T start-port-number.

[ERES
W& HUHR e K s B30 4R 531 T DNS flood Zeai A6
Xt F T B2 AR 1P kb, 8RR 8 e A i 11 ) 52 2R3 1P kit , ¥ £ SR A 45 R O RS I s 11 34T DNS
flood L6 o Xt T P F8 /e 46 I3 11 AR 3245847 1P bk, &5 5 RS Z AR 1P Huhik 48 5E 1) i
13347 DNS flood Bt k60
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[261]

# TEBL BT 6 58 atk-policy-1 HC # DNS flood Bidi By ¥ i 4 Js kil it 119 53 5 61000, 44
A E U 1) 53 ¥t 15k 61000 i [1ff) DNS flood Xk, 5 s B B fu i it o

<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] dns-flood port 53 61000

[HAxw<]
) dns-Tlood action
o dns-flood detect
. dns-flood detect non-specific

1.1.26 dns-flood threshold

dns-flood threshold 74 H kM. & DNS flood T [ V6 )4 5 firh % I
undo dns-Fflood threshold 4 kS A E M.
[#£]
dns-flood threshold threshold-value
undo dns-flood threshold
[Br&1ER])
DNS flood X5 7 ¥ (14 J&i fish &% BRIEL A 1000,
[#RE]
Tk 81 91 5 s A 1S
(2R FPAR]
network-admin
[&%]
threshold-value: 554 IP HihkAFP & %K) DNS #Hic#H, BUEE Ry 1~1000000.
[ERES
g DNS flood Bt piiui e, W& T B mPRES, e W2 m 5 (P tilik &% DNS RS E
RRR LR P e T %k BAER, BPUCNZ 1P #idkA2 3] T DNS flood Zih, WHEA B By Tk
A, R E BN M, 28R B w2 AR 55 8 RGO R AL TR E R
A (Rl BMER 3/4) B, BIYCATGEESE R, i 20 B VRS E A BEEAEIRES,  F-4E I 3UT
SHFARETTHCE DNS flood T 5y p 1P ki, 5K 4R RAE &% B R TR . E
T HAE 7 EERR A S BRI 2% 2 F 37 5t idb AT IR, X T IE #1500 F 28 PR35 5 (DNS k%5 #%) 1) DNS
WM EBRNRIN 5, U0 Kbk BIAE, CAG BB AN IR & 1k 45 it fd Al s Xk 99
otk Z, BB E R U 5, vl DUE 2N ko BRE
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[261]

# {E BB a5k g atk-policy-1 HHC E DNS flood B B i 1 4% = fid < BIE A 100, B 2434 2% e il )
)3 1P bk AD A& ) DNS R SCERR 2L 2 el S 100 I, 8 BBl B 16 i -

<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] dns-flood threshold 100

[HAxw<]
) dns-Tlood action
. dns-flood detect ip
. dns-flood detect non-specific

1.1.27 exempt acl

exempt acl 74 HRACE XU E B e s s 1% .
undo exempt acl 4 F KK BLg 75 .

[<]
exempt acl [ ipv6 ] {acl-number | name acl-name }
undo exempt acl [ ipv6 ]

[EREER]
AW & BB Ve i A a1 3%

[#LE ]
Bt 9 v SR AL

[REFFARE]
network-admin

[&2#]
ipv6: 155E IPv6 ACL. IR AIEEAZE, NFEKR IPv4ACL.
acl-number: #F/x ACL %S, HUATEHE M HAREK R ACL KA T
e 2000~2999: FiRHE:A ACL.
e 3000~3999: FinmZ ACL.
name acl-name: 185€ ACL [J4F%. acl-name #~ ACL 4 FR, N 1~63 NMFRFIHI 7/,
AKX KNG, BALLFELFEE a~z 80 A~Z ¥k, NBGIRIE, ACL A FRAS fo Vi f 9
i all.

[ERES
AP E HISPFI, (6 ACL IR TR BEAT It f A U0 WL A B B E RO
YR PEEI AR5 B ACL H#) permit SEIIVCHECHS, & AR Hdi AT Mok 7y kil . %80
BT IE R LSRR 222 TR RO, T RUA RN RIS, IR & IR S A AL B ROR
BilAbFIZR 5] 1 ACL (¥ permit AU H At H pokhk. Y5 0. H s, $rs . L3VPN
MEHEE B obrid Z380H T ILECHR S
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U SR AC B A B By B A SR R ST ACL ANMEAE, 05| T ACL R R € SRR, i 5h5113%

AR

[ =541
# FEUT BV g atk-policy-1 FC B4 4841 % ACL 2001, ik E AL 1.1.1.1 RS, AxFH:
HEAT Y5 B YEAS I o

<Sysname> system-view

[Sysname] acl basic 2001

[Sysname-acl-ipv4-basic-2001] rule permit source 1.1.1.1 0
[Sysname-acl-ipv4-basic-2001] quit

[Sysname] attack-defense policy atk-policy-1
[attack-defense-policy-atk-policy-1] exempt acl 2001

[HHx&H$]

. attack-defense policy
1.1.28 fin-flood action

fin-flood action fiy4 KA E X FIN flood e b5 yu it 4 /AL FEAT A .
undo Fin-flood action 74 H kK E g .

[%4]
Ffin-flood action {drop | logging } *
undo Ffin-flood action

[EREER]
ANXAar il 2 1) FIN flood Bt R BUEAT AL BEAT A
[#LE ]
Bt 9 10 SR AL
[(REAFAE]
network-admin
[(&%]
drop: FREFBEHIR, BPR&RNBI S E RAE, Bt & RIENELETA FIN #oCHe
W EFE
logging: Frrfith & HE, RIB&tnil 2 Bah KR, AREEEE
[=451]

HIE B BT 75 5K atk-policy-1 it B X+ FIN flood BUi B i ) 42 R AL B AT N A2 37 R B4R 5T
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] fin-flood action drop

[Hx®&$]

o fin-flood detect
. fin-flood detect non-specific
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° fin-flood threshold
1.1.29 fin-flood detect

fin-flood detect 4 HRIFESTE & IP Hutikf) FIN flood X pyiutaill, J-ACE FIN flood
Wk B A I 0 fic 2 BREL R FIN flood Mot AR EEAT A .
undo Ffin-flood detect fiy4 F KK X2 IP Hutikf¥) FIN flood X B Al .
(4]
Ffin-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance

vpn-instance-name ] [ threshold threshold-value ] [ action {{drop | logging }
* ] none }]

undo fin-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ]

[ERETER]
RAMEATHEE 1P Hidik AL B FIN flood B By v il o

[#RE]
Bk By v s AL

[(REFAFAE]
network-admin

[£%]
ip ipv4-address: f&5EEGEIH IPv4 ik, % IPv4 HibEASBE A4 1 Hihik eG4 O ik,
ipv6 ipv6-address: fiEZRY T IPV6 Hill.
vpn-instance vpn-instance-name: % fg 4" IP Hbidk fr J& ) VPN st fi o Hoh,
vpn-instance-name #7x MPLS L3VPN ] VPN SZI 478, N 1~31 M EFRTRFE, XK
NG BERIBEASH, WERIRIZR 1P Hubk & T AWM.
threshold threshold-value: 1&g Xpiiafik ®E. H, threshold-value JyA45
JE IP b AREPD ROX ) FIN fROCECH , BUETE Ry 1~1000000.
action: WEX FIN flood Bii AL EAT A BHARIGEARSH, WK FIN flood BBy yE
A JR AL FRAT A
drop: F/REFLGEROC, BIESERNBI SRS, g BEEE KL EETE FIN fRoCER2
WL
logging: Fpfiih & HE, BB Sd RAN, ElREERER.
none: FoRAKBUETENE,

[ERES
fiife FIN flood B pivife, W& TBEERPRA, e B FEE 1P Ml K ik FIN #OC
REFLLIA BN GBI T AlCR BIMERS, BIACKHZ IP Hihk5Z2 2] T FIN flood Mo, JWIEEAN B B R A,
TR B S S AH N B FE A i o 05, 24502 an ) 28] ) 12 I 55 9% R A6 A SC IR T 3R AIG TP 2 A (i
REBMER 3/14) I, BIUCABEHRZSHR, B BB ORI E B NARES, T EPATRIahE
it o
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TAN BBy Y A T ] LEI X 2 1P HikikFC & FIN flood Z i b e Asr il .
(25451 ]
# 1E B BT TSRS atk-policy-1 FHFJa X 1P ik 192.168.1.2 () FIN flood Buidi By A, 45 5 firh
KBIEY 2000, e W E] [ 1% 1P Huhl AP A FIN $RkOSCERr 21k 28k d 2000 I, 5 3)
FIN flood Z i B -
<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] fin-flood detect ip 192.168.1.2 threshold 2000
[HAxw<]
o fin-flood action
. fin-flood detect non-specific
o fin-flood threshold

1.1.30 fin-flood detect non-specific

fin-flood detect non-specific fir % HKX A IEZ RS IP HbEIF S FIN flood Bt Biiia

K
undo fin-flood detect non-specific 4 HRRKUX A AEZ LR 1P Huht) FIN flood
B YTREN iRl

[£]

fin-flood detect non-specific

undo fin-flood detect non-specific
[EREFR]

ARMAEATAESZ GRS 1P HhETF R FIN flood By By JEAs il .
[#LE ]

Tk B i SR AL
[RERFPAE]

network-admin
[&%]

y

[EAES
XA AERZ RS IP Ml JF R FIN flood BrlBiiafill e, WK kA 2R BEERE (H
fin-flood threshold 4% &E) MaH#ITH (H Fin-Flood action iy % ACE) XXk P
Bk AT PR

[=5451]
# B iSRG atk-policy-1 1, XY RS2 R4/ IP HuhikIF A5 FIN flood Bk By v A6l -

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1

1-47



[Sysname-attack-defense-policy-atk-policy-1] fin-flood detect non-specific
[HEx®<]

o fin-flood action

o fin-flood detect

) fin-flood threshold

1.1.31 fin-flood threshold

fin-flood threshold 4 HKA & FIN flood X [ V6 F 4 5 firh & I
undo Fin-flood threshold 4k & a1,
[#£]
fin-flood threshold threshold-value
undo fin-flood threshold
[BR&1ER]
FIN flood ¥ b5 ¥ 1) 4= R fi % BB A 1000,
[#E]
T o7 B 91 51 W A 1]
(s AFAE]
network-admin
[5#]
threshold-value: 57 [R5 IP HubkAFP & IE M FIN fRCECH . BUEYE R A 1~1000000.
[FRES
ffi5E FIN flood B Bhiofa, W& T YEERMPRES, e 2] =5 1P bk &% FIN f) s 3R
ek B e T iZ Ak BAER, BIACNZ IP #ihE32 3] T FIN flood X, HEABE B VEIRAS,
FEAREIC B S B NI B JaFE I - BE T, 2415 2RI 21 1) 12 AR 55 4 325 i ST R A Tk 2 RE. (i
KB 3/4) B, EICATH R, T RS W AT RS, JH4 1k AT B
it
KT AL TIACE FIN flood BB e mg 1P bk, 4% 4/ 10 RAE & BRI TR . RER
HUAE 75 EAR 4 S Br W 25 B 3 s B AT TR, X T IE W 500 T B R X 5 (HTTP k& 23804 FTP
FRZ553) 19 FIN SR SCUR BRSBTS BB A/t T 3 0 5 0 B i
G TR ZE, BB i E LR U g 5, R DUE 2R N kR RE
[=5451]
# 1E BB Y5 S atk-policy-1 HHAECE FIN flood Ju i B Ju A il i) 4= Ja fit & BRI A 100, B4 & ik
T ) 5 1P b RFFD &% ) FIN 4RSCEFR S8 B8l 100 B, JE3) FIN flood BB .
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] fin-flood threshold 100
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[HHx&H%]
. fin-flood action
° fin-flood detect

. fin-flood detect non-specific
1.1.32 http-flood action

http-flood action 74 A RECE X HTTP flood Jihi b5V i 4 R AL FEAT A o
undo http-Fflood action 4 R a1 .
(<]
http-flood action {drop | logging } *
undo http-flood action

[ERE1ER]
AXFRME]F HTTP flood Bt REUT ] AL BRAT Ay
[#LE ]
i By i A g #0L E
[RERFPRE]
network-admin
[&5%]
drop: FIREFBGEAR, BIWRARM B E KA E, RBBEHE KL LA HTTP i AT
SWEF.
logging: Fopfith & HE, RGN Rl AR, AR &G E
[241]

# TEH PTG SRS atk-policy-1 HHECE X HTTP flood X3 B i it 42 R AL BEAT Ay 5 37 J SRR
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] http-flood action drop

[HHxa<]
. http-flood detect non-specific
. http-flood detect
. http-flood threshold

1.1.33 http-flood detect

http-flood detect 4 FHRITEXFTEE IP Hulik () HTTP flood Bk pyutai, JHECE HTTP
flood Ji B Y F) fist & BUAE AN HT TP flood Ji AL EEAT A

undo http-flood detect fir4 HIRIE X & IP Ml HTTP flood X i By Ju k&l
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http-flood detect { ip ipv4-address | ipv6 i1pv6-address } [ vpn-instance
vpn-instance-name ] [ port port-list] [ threshold threshold-value ] [ action

{{drop | logging } * | none }]
undo http-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ]

[ERE1ER]
RIHEA G2 1P HUHERC B HTTP flood Boai B ya ke il o

[#LE]
i By i A g 4L K

[(REBFAE]
network-admin

[&%]
ip ipvd-address: f5&EZEIH) IPv4 k. % IPv4 HuhE RS N4 1 Hihkei4s 0 Hiudik.
ipv6 ipv6-address: fii&ELRY I IPV6 Hillk.
vpn-instance vpn-instance-name: 2 f& ¥ IP Mk Br J& ) VPN Sk o o,
vpn-instance-name ¥~ MPLS L3VPN ) VPN S48, N 1~31 MEFRTFRTE, XK
NG HRIGEASE, WERRZER 1P kg T AWM.
port port-list: #§ & J J8 HTTP flood X & [y yu & W i o 11 %1 %, R 7 AN
{ start-port-number [ to end-port-number ] } &<1-65535>. &<1-65535>% 5 Hij i
SR % LU 65535 K. end-port-number 2K T 845 T start-port-number. #A
BEAZH, WFeom Al 4 R lic B ke il s 1141 35 o
threshold threshold-value: #&EXpiiaifilk ®E. ', threshold-value Jyir45
SE IP LD AOR A HTTP fROCEH . BUEEH 9 1~1000000.
action: WHEX HTTP flood Bl MALEAT . A ARTEASHE, WHRKMH HTTP flood il
0 14 R AL AT N .
drop: FREFBEHIRC, BPR&RNBISE RAG, mEBahE RIEN LA HTTP R0
SWEFE
logging: Finfih & HE, RIS BBt AN, ARG ERER.
none: FRARIULTENE,

[ERES
fiifg HTTP flood Wi Byt /e, WAL THRIPRES, TR A5 5E 1P Ml &8 HTTP i3
IR Fp A BB T ik RERS, BIACKZ IP Hihk 523 7 HTTP flood X, HE ARG
R, IERIEACE S SN et . S, SR B ) 2 IR 55 A8 R AIE RO IR LT IR
B RN 3/4) B, EICABGRS R, e B R A IO Bt R R A, R0 144
AT BTG I -
FEAN T 7 6 S R AT LAE] I S 24 1P ik B HTTP flood H ki B i A I o
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[ =411
# 7E T 7 Y S atk-policy-1 HFfExF IP Hihik 192.168.1.2 ) HTTP flood X i sutaill, JH4& &
K 114 80 5 8080. fit & HI{E A 2000, 4544 Wa il ] [\)1Z 1P Huhikfr) 80 B 8080 ity H AR Fb k1%
B HTTP R e 4Lk 3l 2000 i, 25 HTTP flood B 575

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] http-flood detect ip 192.168.1.2 port 80 8080
threshold 2000

[HAx®<]
. http-flood action
. http-flood detect non-specific
. http-flood threshold
. http-flood port

1.1.34 http-flood detect non-specific

http-flood detect non-specific fir 4 KX G IEZ /Y IPv4 il 5 HTTP flood %7

ip(eR iRl
undo http-flood detect non-specific 4 HRKHXN G JEZ Y IPva Hubikf) HTTP
flood it B Y ar il

[%%]

http-flood detect non-specific
undo http-flood detect non-specific

[BRETER]
ARIHAEMTAESZ ORI 1P MUk TF /S HTTP flood Bk B v A il «
[#LE ]
Tty B v SR AR
[RERFAE]
network-admin
(RS

XPRTE AEZ RS 1P HibkJF /5 HTTP flood BuiiBhyatillf5, W& RAERKMRMERE (H
http-flood threshold a4 ¥ &) ML AT)y (i http-flood action & ACE) KfixLL
IP bk BEAT OR

[ 254511
# (EBLT BV R B atk-policy-1 H1, X Fr A JEZ 0R397 IP HibkFF /5 HTTP flood Bk By el .

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] http-flood detect non-specific
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CEES D |
. http-flood action
. http-flood detect
. http-flood threshold

1.1.35 http-flood port

http-flood port 4 kA E HTTP flood Bk 7 8 i 4 R ks s 115
undo http-Fflood port 4 Rk E BB 1E .
(<]
http-flood port port-list
undo http-flood port
[BR&E1ER]
HTTP flood Br B i) 4 Jey A il 3 5 80
[#RE ]
Yt 7o s s A0
[(REAFPARE]
network-admin
(€29
port-list: 8E /5 HTTP flood Buiti By ya I (1) 115126, Fon 75 Ao { start-port-number
[ to end-port-number ] } &<1-65535>. &<1-65535>% 7 Al [ 54k £ 7] Ui \ 65535
K. end-port-number %40k T 85T start-port-number.
[ERES
W& PO E ar il 1 _E 3 B4R SCH#EAT HTTP flood Mraids il .
XTI AEZ RS 1P Hhdik, BORYE &Rl H 2 R4 1P Hbdik, 508K F 4w B iy 1 igE AT
HTTP flood Bt illc X - Ffr A 48 & Al o 1K) 52 R g 1P didil, B &SR A2 /4 1P Hudik4ia
5E K3 1 3HEAT HTTP flood Brai 46l .
(2451
# FEI 5 5% atk-policy-1 HiAC B DNS flood ik By i i 42 RSl i 11 80 55 8080, 44
I 7 17 80 ¥t 115k 8080 it 1) HTTP flood Xikiit, Ji s Beiti By Y it «
<Syshame> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] http-flood port 80 8080

CEES D |
. http-flood action
. http-flood detect
. http-flood detect non-specific
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1.1.36 http-flood threshold

http-flood threshold 4 HKACE HTTP flood Bk B i i 4 J& il & B AH
undo http-Fflood threshold fir4 1Kk E B 150 .
[#£]
http-flood threshold threshold-value
undo http-flood threshold
[Br&1ER]
BRAEH T, HTTP flood Xk B5 V6 1) 4 5 fit x BIE A 1000,
[#LE ]
T3 B 91 5 s A ]
(& AFAE]
network-admin
[2#]1]
threshold-value: 8% IP Ml AP AR HTTP #iSCEH . BUEEF Y 1~1000000.
[ERES
ffige HTTP flood B piia e, WAL T HEERIPRES, 4 Wil 2] w3t 1P #ihlk 1% HTTP 0
R EIA P e T ik RER, BIIANZ IP #3238 7 HTTP flood Xy, NIHE AT TE
RAE, FRERECE R AN IR Juth it LIS, 2wl 2 % iR 55 % RIS R R TR E
B R BMER 3/4) B, BIUCKNIGHZS R, Tl BB IR S &N BCHEREIPIRES,  IF4 13
AT B3 TaAE it
ST ARE B E HTTP flood T B il i 1P bk, 4% % 4= B B E % B R kAT R0 . BRI
) HUAE 7 AR S B N 2 B 3 st AT PR R, X T IE B 0L R R R R (HTTP IRS48) 1
HTTP R SCEHCRHI N 5, BUCH KA BRE, LA 9 BB AR /INAE I 0 b 28Ut s s il
X MERE 2, B Bt & LR U g 5, nl DUE S0/ Mk RI1E .
[ 254511
# 7E X0 By YE S atk-policy-1 HEC & HTTP flood Bk b5 Vi i 4 = it & BRI{E /9 100, B 24158 4 s )
B A H 1P HuhERFFP K2 HTTP #OCE R 8L s 100 B, 530 HTTP flood B it
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] http-flood threshold 100

CEES D |
. http-flood action
. http-flood detect
. http-flood detect non-specific

1.1.37 icmp-flood action
icmp-flood action 74 H KA B X ICMP flood X B 6 /) 42 R AL 3AT 4 .
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undo icmp-Fflood action 4RIk E A 1B .
(<]
icmp-flood action {drop | logging } *
undo icmp-flood action
[ER&E1ER]
ASKE LI 2 ] ICMP flood Bk R HUAT AT 46 it -
[#LE ]
Wik By i SR AL
[(RERFPAE]
network-admin
[(&#]
drop: FREFIERC, BN R Bel kA, MBGEEE KL G EE0TE ICMP $RkCH %
WEFF
logging: Forfth i H&, e ia il B0t A A ns, A EER.
(25411
# {E W B Y SR B atk-policy-1 HC E X ICMP flood B By i 1 4 JR A ERAT o2 R 50 Ja 4k 0.

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] icmp-flood action drop

CEES D |
o icmp-flood detect non-specific
. icmp-flood detect ip
. icmp-flood threshold

1.1.38 icmp-flood detect ip

icmp-flood detect ip 4 FKITEXHEE IP Hibik i) ICMP flood B B v 60, IFAC & ICMP

flood Bt 7 i A6 I 1) ik & BRI R X6 ICMP flood Buek (1 Kb #RAT A

undo icmp-flood detect ip fir KK HAXEE IP Huik i) ICMP flood Z it B YAl .
[%%]

icmp-flood detect ip ip-address [ vpn-instance vpn-instance-name ]

[ threshold threshold-value ] [ action{{drop | logging } * | none }]

undo icmp-flood detect ip ip-address [ vpn-instance vpn-instance-name ]
[ERE1ER]

RIHTAT G2 |P HihEAC & ICMP flood Jk B v fil 2 B 18 «
[#LE ]

i By i A g 1L K
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[(RERFAE]
network-admin

[&5%]
ip ip-address: R BRI HIP Ml 1% IP HUEARRE N4 1 Hodikli4s O Hbdik.
vpn-instance vpn-instance-name: % f£# IP #dk Fr @ ) VPN sz . Hoop,
vpn-instance-name #7x MPLS L3VPN /) VPN S48, N 1~31 MEFRTRAE, XK
NG BHRIREARSE, WERZAT P HbbE T AWM.
threshold threshold-value: 1&E St piiaiifk ®ME. H+, threshold-value K5
SE IP HHEREFPAGE ) ICMP HOCECH . BUEYER 9 1~1000000.
action: WEX ICMP flood Biili A EEAT A HRIEEASE, WERRKH ICMP flood Xt Bi it
(14 R A HAT N
drop: RREFBEHRSE, RSN B BGhG R A, mgBehE KiER LA ICMP )k SC#i2
- ERE
logging: Fopfh & HE, RGN BBl AN, A EEE.
none: FRAKIUETENE.

[ERES
e ICMP flood Wiiliiifa, e il TGl PRAS, 48 2 A 45 € 1P #iulik &% ICMP 43T
(3 R A B Bk T il & BRE R, BDIACAZ IP Hihik32 2] 7 ICMP flood Xeili, JUIEEATGHE B G
RAS, IRIEECE S SR B aRE . HfS, SR AR B M % IR 55 38 AR OO IR R T IR E
BE A BMER) 3/4) i, BIUCHBGEEZR, W H Bl D Ve RS S Oy B kbR, s 1k 3k
(TELR ) S
BT B Y S R ] LU I 2 AN 1P ke B ICMP flood i 5 T AR .

[ 2451
# 7E T B VO S atk-policy-1 HHITE %) IP ikl 192.168.1.2 (1) ICMP flood M Bhyuseill, FE485E
il R BB 2000, 450 £ Wl 2 7] 3% 1P Hbhib BEAD % 1) ICMP i SC ke 4k 215l i 2000 I
JE 3 ICMP flood Ziki B -

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] icmp-flood detect ip 192.168.1.2 threshold
2000

[HEXda<]
. icmp-flood action
o icmp-flood threshold

. icmp-flood detect non-specific

1.1.39 icmp-flood detect non-specific
icmp-flood detect non-specific 4 kX T JE32 0/ IPv4 sl FF /5 ICMP flood Xit;
Bl .
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undo icmp-flood detect non-specific 4 KN A IEZIRY IPv4 Hulik ) ICMP
flood it By Y ar il o

(4]
icmp-flood detect non-specific
undo icmp-flood detect non-specific
[EBR&TER]
ARXHEATIERZ fR I 1PvA HLhETF/E ICMP flood Z it B v ks il .
[#LE ]
Tk By i SR AL
[(RERFPRE]
network-admin
[ERES
XHARFIHEZ LR IPv4 il FF S ICMP flood BiiBiitaillfs, &M RH2RBHERE (H
icmp-flood threshold 4 i%E) b7 (H icmp-flood action A ALE) XXt
1P b AT DR
(=451
# AEB PG5S atk-policy-1 H, X HrA AE32 /3 1Pv4 HiliJF 5 ICMP flood Bk By Ju il .

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] icmp-flood detect non-specific

CEES D |
. icmp-flood action
. icmp-flood detect ip
. icmp-flood threshold

1.1.40 icmp-flood threshold

icmp-flood threshold 4 HKACE ICMP flood Bk B i ) 42 J& it & B AH
undo icmp-Flood threshold 4 F KK E B 150 .
[%<]
icmp-flood threshold threshold-value
undo icmp-flood threshold

[Er&fER]

ICMP flood Xt B 76 1) 4 J& fish &% {4 1000
[#RE]

Tk By v A w AR I
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[RERFPAE]
network-admin

[&#1]
threshold-value: f&5EM3 IP MlkEEFPRIE K ICMP #3030 H , BUETE Ry 1~1000000.

[ERES
fiife ICMP flood Brailivifa, &AL TBERMNRES, e I 2] 5 1P ikl &% ICMP #)k 3CHY
MR PSR R SO T %R AR, BDIA NI IP Hikk 22 2] T ICMP flood iy, JUIEE AT B
KA, IFRYERCE B SRR B E . UE/S, v ke I 3 )12 IR 55 2% AE RO R AR TR
BIE Al BRMER) 3/4) I, BIANBGEESSH, WX By eI B kRS, Ff45 b4
1T Bt .
SHFARLTIRE ICMP flood Bud: B uk i 1P Hhtik, 1545 K FH AR 1) A8 1 BRI TR . M
(B 75 AR S BRI 28 B FH 37 55 AT R, 6 T IR AR 00 T BIBRY N RAHTTP R % 35803 FTP
JRE-45D 1 ICMP RS BRI R A 5%, @ BOH KAl BIE, DA BB R /NAE TR Rl 2% I &
TR X T IECRILE 7, B BGE i S BUR I 5, T RAIE /M i BRI AE

(25451 ]
# (EXE B Y S atk-policy-1 FHCE ICMP flood Bt B yu il (¥4 = ful &% 8 2 100, B4 #%
HE 0380 e 2 1P My hEAERD AR IE ) ICMP R SCE RSk B Bk 100 I, 53 ICMP flood BB .
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] icmp-flood threshold 100

[HAxw<]
. icmp-flood action
. icmp-flood detect
o icmp-flood detect non-specific

1.1.41 icmpv6-flood action

icmpv6-flood action fiy4 FKALE XF ICMPV6 flood X B i () 42 R AL FRAT A
undo icmpv6-flood action 4 HRMKE EE .
[<]
icmpv6-flood action { drop | logging } *
undo icmpv6-flood action

[ERE1HR]

ANKHASI ] (17 ICMPV6 flood Bt K BT A b5 Y5 4 it -
[#E ]

ki By i Hems AL
[REFAFAE]

network-admin
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[&5#]
drop: FKREFBHIR, IR SRMBN B kA, mgBahE KEREEA ICMPY6 ik 3C
I R
logging: Fonkt A& HE, RIWARN R Xt RAERN, AREERER

[ 2451
# AEUT TG 5% atk-policy-1 HC B X ICMPV6 flood J i 73 (1) 4 R AL B AT Ny 5 35 5 B4R 3
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] icmpv6-flood action drop

[HHx&$]
. icmpv6-Tlood detect ipv6
. icmpv6-flood detect non-specific
. icmpv6-flood threshold

1.1.42 icmpv6-flood detect ipv6

icmpv6-Flood detect ipv6 4RI A XtfE 2 IPv6 Hilikff ICMPv6 flood Zai B vl
FHECE ICMPV6 flood ik By e Al ) fish A BIAEL AN ICMPV6 flood Jiili (i 4 AT -

undo icmpv6-flood detect ipv6 4 KK A E IPv6 Hitikff) ICMPV6 flood X i iy
iRl

(<]

~
icmpv6-flood detect ipv6 ipv6-address [ vpn-instance vpn-instance-name ]
[ threshold threshold-value ] [ action{{drop | logging }* | none }]

undo icmpv6-flood detect ipv6 ipv6-address L vpn-instance
vpn-instance-name ]

[EREER]
RAIHTAT G € 1PV6 HihilFL B ICMPV6 flood i B A6l .
(L& ]
B 9 1 SR AL
[(RERFAE]
network-admin
[&#1]
ipv6-address: & ZLH1 IPv6 Hitik.

vpn-instance vpn-instance-name : 32 fg ¥ IP M1 dk fr J& ) VPN sk o Mo,
vpn-instance-name %7~ MPLS L3VPN [ VPN S22 8%, N 1~31L MEFHTFERE, Xk
NG BERIBERSH, NWERRZRY P HbEE T AM.

threshold threshold-value: f&5EXERE itk B{E. Hi, threshold-value Hnfs
JE IP b REFD AOE ) ICMPV6 R SCEH . HUE T DY 1~1000000.

1-58



action: WEX ICMPV6 flood Bl AL ERAT . #ARIEEASE, MK RKH ICMPV6 flood I
B A R AT N
drop: TR EFBEHMSL, WA EIBGHE KA, MEBaEE KERESTE ICMPVe 3L
P} SR
logging: Fynfih &8 H &, BIval B ged AR mr, A s B85 .
none: FRARIULAENE.

[ERES
ffife ICMPV6 flood BrtiBifufG, W& TBEERMPRA, ez w46 E (P Hitik k1% ICMPv6
TROC I T R FFALIA B BT T ok BMERT, BN 1P #ilik 23] T ICMPV6 flood Boidi,  TE NI
HBEEIRAS, FEARYEHC B S s RN B YaAE . BRI, 4 AR B [ 12 AR 55 A% R 36 4 S A AR
TWEBUE R RMER 3/4) B, BPUACRBGESSH, W SeE B ER AW N BGERIDRES, If

5 IEBAT B Y it
FFANBLE B 6 S ms T A] PR X 24N 1Pv6 Hihikfc B ICMPV6 flood i B v 46 .
[ 2451

# EVGH BTG SENS atk-policy-1 HHJT X 1P Hiht 2012::12 () ICMPV6 flood ZadiBhutail, IFigE
fi & BRI{E A 2000, 444 IR A% 1P bk &R R IE ) ICMP i SCERFSIA 2 8iGEE T 2000 i,
J& ) ICMPV6 flood Xt By 76

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] icmpv6-flood detect ipv6 2012::12 threshold
2000

[HAxw<]
. icmpv6-flood action
. icmpv6-flood detect non-specific
o icmpv6-flood threshold

1.1.43 icmpv6-flood detect non-specific

icmpv6-flood detect non-specific @4 X A AEZ /Y IPv6 Hitik /5 ICMPV6 flood
B4 G lVIE(ER SR
undo icmpv6-flood detect non-specific 4 HRKHN A EZAY IPve Mtk
ICMPV6 flood Bt 7y e Ul -

[<]
icmpv6-flood detect non-specific
undo icmpv6-flood detect non-specific

[BRETER]

RAHEATAEZ AR 1Pv6 itk TF 5 ICMPV6 flood Bt B A&l .
[#E]

Bt B i SR ms AL
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(2R FPAE]
network-admin
[ERES

TR AESZ AR Y IPv6 HihbJF /i ICMPV6 flood Mk pivufillfs, waK R A RMBEKEE (H
icmpv6-Flood threshold 4% &) FALFEIT AN (1 icmpv6e-Flood action &AL E)
SHIX L P Huhk AT AR

[=451]
# EBC PG SRS atk-policy-1 1, XTHTA AESZ -3 IPv6 Hili-FF /5 ICMPV6 flood Bt 7 J ksl .

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] icmpv6-flood detect non-specific

[HAx®<]
. icmpv6-flood action
. icmpv6-flood detect ipv6
o icmpv6-flood threshold

1.1.44 icmpv6-flood threshold

icmpv6-flood threshold 74 FRACE ICMPV6 flood Bt By i i 4 ) fis i BRI AH
undo icmpv6-Flood threshold 4 KK & Bk 1B .
(<]
icmpv6-flood threshold threshold-value
undo icmpv6-flood threshold

[BRETER]
ICMPV6 flood Bt iy i i 42 = fis A B4 7 1000.
[#LE]
Bt 9 7 SR AL
[RREAFARE]
network-admin
[&#1]
threshold-value: f&5E 3 IP il A0 K IL 1) ICMPV6 i 3CEH , BUEVERIY 1~1000000.
[EAES

fii € ICMPV6 flood LB e, Be& AL THEERINIRAS, e MR A2 1P Hihl A% ICMPV6 1)
ST R Rk R o 7z BIE R, BIADYIZ IP #ht32 3] T ICMPV6 flood Hrikr, JUH#E AT
VRS, JFRYEEC B R SN I B E R It B, S A 2 1] 2 55 & I TR U IE AR
TWEBRE A BER 3/4) I, RIVONBGEEEAR, W B B RS & B IREs, JF
{5 AT BV
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SHFARLTIRE ICMPV6 flood BUt: By Al i) 1P ik, 15 46K FH 4 3 10 B o B R HEAT AR Y. 1
(B RO EUAE 75 AR S B N 26 I 37 5l AT TS, W T IER IO N RIS R (HTTP R4 as i
FTP k554%) [ ICMPV6 S E BRI N 75, @ BCR Rl A I, DL BIER /N 1 Halk
FIEIE G s T SORGUE S, BN BGliiE U U I 755, W] DL 24 /M UA: BRI
[=41]
# 1E B BT VSR atk-policy-1 HAL & ICMPV6 flood i By YEAR M 1) 4= fe ik & BB 100, R4
F ML Z [ 2 1P Huhb B PP I K ICMPV6 ik SCHUF ik 2 Bl 100 I, 53l ICMPV6 flood ity
<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] icmpv6-flood threshold 100
[HExw<]
. icmpv6-flood action
. icmpv6-flood detect

o icmpv6-flood detect non-specific

1.1.45 reset attack-defense policy flood

reset attack-defense policy flood 74 FkiE M flood e By yu 2 29 IP RIS iS5
E

o
[4<]

reset attack-defense policy policy-name flood protected { ip | ipv6 }
statistics

[#LE]
ML
[(REAFAE]
network-admin
[&#]
policy-name: XiiPiiuskg4fk, A 1~31 NEFMFNFRTH, AR RN GiEBEARE R
CENPNCENE (€ N 7S 2 R R
ip: #EE IPv4 KAL) flood 2 fR 4 IP I,
ipv6: f57E IPv6 LAY flood SZ -4 IP K Ii.
statistics: J5MRTEERAM flood Z Y IP RIHSIHE S
[2451]
# G BRBEE P Ya SRS abe FETA IPv4 2R84 flood {17 IP RIS iHE B
<Sysname> reset attack-defense policy abc flood protected ip statistics
# IE BRI B VI SRS abe H T IPV6 2R Flood (R4 IP RIS iHE B

<Sysname> reset attack-defense policy abc flood protected ipv6 statistics
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[HEXd&H<]
. display attack-defense policy ip
. display attack-defense policy ipv6

1.1.46 reset attack-defense statistics interface

reset attack-defense statistics interface 14 Fl kiR D LR ugiE 2
(<]

reset attack-defense statistics interface interface-type interface-number
[#LE ]

EAE IS
[(RERFAE]

network-admin

interface-type interface-number: F/~EER: DK ERAIE: %5 .
[Z451]
# i5 242 10 Ten-GigabitEthernet1/0/25 E BB E 4= B .

<Sysname> reset attack-defense statistics interface ten-gigabitethernet 1/0/25
[HEHx&a$]
. display attack-defense policy

1.1.47 reset attack-defense statistics local

reset attack-defense statistics local fiy4FHRIGMRAN L FIEM S THE .
[(%%]
reset attack-defense statistics local
[#LE ]
AL
[(RERFPAE]
network-admin
[241]
#IERANL LA BEEPER SR R .

<Sysname> reset attack-defense statistics local
[HHx&a$]

. display attack-defense statistics local
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1.1.48 rst-flood action

rst-flood action 74 HIRACE X RST flood B it i 4 B b #4724«
undo rst-Flood action fiv4 iR E B .
(<]
rst-flood action {drop | logging }*
undo rst-flood action
[ER&1ER]
AKHEI 1) RST flood Z it REUT i $ it .
[#RE]
Wit s 3 SR AL
[(REFFAE]
network-admin
[(&#1]
drop: FIREFBEHERIC, BIRSRIN BBt kA G, MBBGEEE KIS LA RST #iOCH 2
WEFH.
logging: Forfmth i H&, Bt s m A ns, AREERER
[=451]
# {ESH B TE S atk-policy-1 L E X RST flood B By i 1 4% R Ab #EAT M T 37 J5 Bl L

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] rst-flood action drop

[HHx&$]
o rst-flood detect
. rst-flood detect non-specific
) rst-flood threshold

1.1.49 rst-flood detect

rst-flood detect @4 FRIFJaXHEE IP Hiht () RST flood B Bhyakeill, Al & RST flood
BB e (1 fid & BUE FI AT RST flood BUti (AR EEAT A .
undo rst-flood fir 4 HRICHX i E 1P Hibikff) RST flood Buik B sl o

[4<]
rst-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ] [ threshold threshold-value ] [ action {{drop | logging }
* | none }1]
undo rst-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ]
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[Er&E1ER]

RAIHTATFE 2 |P Huhtk L E RST flood Boeh by Al «
[#LE]

ki By v s 40
(A Ffae]

network-admin

[£%]
ip ipvd-address: f8%EZHEIN IPv4 k. % IPv4 sl AREE N4 1 ka4 0 shhk.
ipv6 ipv6-address: f&& LY IPV6 Hillk.
vpn-instance vpn-instance-name: % ff 47 P ik fr )& 9 VPN 2§ . H
vpn-instance-name %75 MPLS L3VPN ] VPN S2l 488, A 1~31 NP7/, KXok
NE o HRIEARSE, WERRZRY 1P HibkE T AWM.
threshold threshold-value: 1&EStpiiaifik ®E. H+, threshold-value K45
SE IP HHEREFP RO RST $RCEH . BUE VSRS 1~1000000.
action: &EX RST flood Wi (AL HAT N . EARTEEASE, WEKRKH RST flood BB i)
2R AT A .
drop: FREFBEHIRC, HIR&RNBIS S KA TG, mEBaEE RIENELEA RST #ocH«
W EF
logging: Fynfith & HE, BRI Bd kAR, Al EER.
none: FRAFREUETENE.

[EAES
ffifit RST flood BtiBifufa, W& TBEERMPRAS, & WIE]F455E 1P Hilik &% RST R 3CHY
R R LIA B B T R BE R, BIIACAZ 1P k52 3 T RST flood 2k, W #E N e B VOIR A,
AR C S B AH LB YO e o 65, 2T % A 1) ) 12 T 55 4 A2 SC IR 281K TPk 52 AL (e
REBMER 34> I, BIUCHZEEE R, W BB B RS E N B IPRAS, T L AT B u s
Jite o
BT B Y S R AT LRI XS 24 1P Huhkfid B RST flood Zudi By fu kil .

[=451]
# {EHCHT B VU S NE atk-policy-1 F T %t IP Mkl 192.168.1.2 [ RST flood i Bhvutaill, FFi5E
fil A R A 20000 415 2% W2 )% 1P HhkREAD A% 1) RST fOSCERFELIA B BGE T 2000 B, 5
5 RST flood X Bive .
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] rst-flood detect ip 192.168.1.2 threshold 2000

CEES D |
o rst-flood action
. rst-flood detect non-specific
) rst-flood threshold
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1.1.50 rst-flood detect non-specific

rst-flood detect non-specific w4 kX Fra e/ IP #ikikFF 5 RST flood B i Byt

Far il o
undo rst-flood detect non-specific a4 kKA g EZ 49 IP #uhlki) RST flood
B4 & o YIT(ER kil

(<]

rst-flood detect non-specific

undo rst-flood detect non-specific
[ER&E1ER]

AXPAEATAEZ RS 1P HuhEIT 5 RST flood Zriks B v Al .
[#LE ]

Wit B v SR AL
[(RERFAE]

network-admin
[(ERES

XA AESZ R4 IP ik JF /5 RST flood B piyutaill 5, WK KA 2RmMBERE (H
rst-flood threshold 4% &) FEHEIT AN (H rst-Flood action M4 ALE) XiXLL 1P
kAT PR A

[ 24511
# ARBTG5 atk-policy-1 H1, XF BT JEZ R4 1P bk T 5 RST flood H [ Al .

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] rst-flood detect non-specific

CEES D |
) rst-flood action
o rst-flood detect
. rst-flood threshold

1.1.51 rst-flood threshold

rst-flood threshold 4 Fi KAl B RST flood B 5 70 F) 4 5 fit . 1A o
undo rst-flood threshold 4k & g .

[42]
rst-flood threshold threshold-value
undo rst-flood threshold

[BRE1ER]
RST flood H 7 5 7 1142 J5i i < BB Y 1000,
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[#RE]
ki By v S s A
(FrEAFfe]
network-admin
[&#]
threshold-value: #R7E[A3E IP Hibk&FPRIE M RST MOCHH, BUEYEEY 1~1000000.
[ERES

fii e RST flood BBy )m, WAL THERMARES, e 2] 5L 1P Hihl ik RST ik SCHIHE
BEFFAIA BB I T Z A AR, RIA 1% 1P Huhil 52 ) 7 RST flood Buads, Wk N B B YR
TR TiC B S AR N B Ya A it o LS, 2B A A 38 (7] 2 IR 55 @ AE AR ST I3 A T R A (it
KREMER) 3/4) I, BIYCNIGEZR, W BGh B RS B R RS, I b AT B Ja
Jiti o
X RE T E RST flood Buh B ekl i) 1P ki, 158 5% FH 4 =) () A W B SR AT R . A
WA 5 AR SR I 28 82 T 3 S EAT R, 0 T IEH I 00T BIBORAP X B (HTTP iRk 55 sl FTP
MR554) B RST kG EERHIN A5, BEBCH KRR BIE, DL BB AR/ IEH 55 i &
TR AT EOIRDUEL S, HON M i & EU B i 55, 7T DR 2 1 /M & A

(25451 ]
# (EXT By Sk mE atk-policy-1 HC B RST flood Buak B ksl i) 4 JRi i &% BB/ 100, B4 4 M
I3 ) 1P HhERERD R IE ) RST i) SCHF ik 2 sl 100 I, 53 RST flood Brdi i
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] rst-flood threshold 100

[Hx®&$]
° rst-flood action
° rst-flood detect

. rst-flood detect non-specific
1.1.52 scan detect

scan detect 74 HISREL & TT 5 1 € ZON 43 Mok B v
undo scan detect fir 4 IR TE & S M Bk B v .
[4<]
scan detect level { high | low | medium } action { drop | logging }*
undo scan detect level { high | low | medium }

[ER&1ER]

P P AL TR PR .
(#LE ]

Kk Bl v S s AL
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(A FPAE]
network-admin

[2#]1]
level: f55& B Biye iRl 25 .
low: FORMKBAIE A, ZPNSRAEIEAR PR BCEEAEIN, AIRIRHRIRE, EXF — i
RAUARERE H o Z B geHE 8 60 5.
high: RoRmBTEgA], ZEORERN H G AR, (EXTERENRIR R R, B4
HEAR 55 1 =ML B SCES R I W A BRSO BE R Lh B a2 I et ge it 5 38 600 75
medium: FKoxHBETER N, ZPONE G SR R SRR, 8RR Filtered Scan
EW . ZEA BN 90 .
action: WENHMBERLIET A
drop: FAREFLEWRSE, RIS B KRG, HiZEE RSN E7
logging: FRfi A& HE, BRI &R 2| B R AER, Al g EEE R

[25451]
# TR BB V5 SR I atk-policy-1 A e B 4145 20 f A I 2 AR 251, AbIRAT N2 57 5 84 50
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] scan detect level low action drop

# LU BT Y6 SR atk-policy-1 e B 3l Bty BRI 20 R, AbFRAT AR R H &, THKTFE
FKHZ IP Huhk 1 )5 254 3o

<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] scan detect level low action logging

1.1.53 signature { large-icmp | large-icmpv6 } max-length
signature { large-icmp | large-icmpv6 } max-length ir4 H KA & JH3) Large ICMP
B BT ) |ICMP RSB 1 B KB
undo signature { large-icmp | large-icmpv6 } max-length fiy4 HRIK E A 150
(2]
signature { large-icmp | large-icmpv6 } max-length length
undo signature { large-icmp | large-icmpv6 } max-length
[EREFR]
Ja 5 Large ICMP B 558 £ ICMP 47 3CHT ICMPV6 57 0K FE i ¢ KA #5109 4000 745
[#LE ]
Wk 9 v SR AL
[RERFPRE]

network-admin
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[&%]

large-icmp: FREK ICMP i 3C B
large-icmpv6: F/xH K ICMPV6 i) 3CIH B

length: %78 ICMP ROCKE R RE, ICMP fRSCHUE TRy 28~65534, ICMPV6 ik SCHUETE
iy 48~65534, FAHFETT,

(2611

# TEXE P E RIS atk-policy-1 *HELE H3) Large ICMP BBy ICMP 4R SCK i KB
50000 F-77,

<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] signature large-icmp max-length 50000

[(HEX®<]

. signhature detect

1.1.54 signature detect

(

iy

signature detect 4 HRIF B 5w KA A BEE RO RHERN,  FF5 B BEE B VE A AT
undo signature detect fiy 4 F RGN 8 e 2 AL I B A0 B i ST R ASE I

2]

signature detect { fraggle | fragment | impossible | land | large-icmp |
large-icmpv6 | smurf | snork | tcp-all-flags | tcp-fin-only |
tep-invalid-flags | tep-null-flag | tcp-syn-Tin | tiny-fragment | traceroute
| udp-bomb | winnuke } [ action {{drop | logging }* | none } ]

undo signhature detect { fraggle | fragment | impossible | land | large-icmp |
large-icmpv6 | smurf | snork | tcp-all-flags | tcp-fin-only |
tcp-invalid-flags | tep-null-flag | tcp-syn-fin | tiny-fragment | traceroute
| udp-bomb | winnuke }

sighature detect { ip-option-abnormal | ping-of-death | teardrop } action
{drop | logging } *

undo signature detect { ip-option-abnormal | ping-of-death | teardrop }
sighature detect icmp-type { icmp-type-value | address-mask-reply |
address-mask-request | destination-unreachable | echo-reply | echo-request
| information-reply | information-request | parameter-problem | redirect
| source-quench | time-exceeded | timestamp-reply | timestamp-request }
[ action { {drop | logging }* | none } ]

undo signature detect icmp-type { icmp-type-value | address-mask-reply |
address-mask-request | destination-unreachable | echo-reply | echo-request
| information-reply | information-request | parameter-problem | redirect
| source-quench | time-exceeded | timestamp-reply | timestamp-request }
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sighature detect icmpv6-type { icmpv6-type-value | destination-unreachable
| echo-reply | echo-request | group-query | group-reduction | group-report
| packet-too-big | parameter-problem | time-exceeded } [ action { { drop |
logging }* | none } ]

undo signature detect icmpv6-type { icmpv6-type-value |
destination-unreachable | echo-reply | echo-request | group-query |
group-reduction | group-report | packet-too-big | parameter-problem |
time-exceeded }

sighature detect ip-option { option-code | internet-timestamp |
loose-source-routing | record-route | route-alert | security | stream-id |
strict-source-routing } [ action{{drop | logging }* | none } ]

undo signature detect ip-option { option-code | internet-timestamp |
loose-source-routing | record-route | route-alert | security | stream-id |
strict-source-routing }

sighature detect ipv6-ext-header ext-header-value [ action{{drop | logging}
* ] none } ]

undo signature detect ipv6-ext-header next-header-value
[BREFER]
JIT A 287 (1 A e 4 S R AS I 24 4 T DG PR S
[#RE ]
Tk B 906 5 s AL P
[(RERAFAE]
network-admin
[£%]
fraggle: #*7x Fraggle 5% ik e s o
fragment: 7R IP 73 o8t
icmp-type: Fon ICMP BRI CHBGE . A DMRE #ROCIRAUE, B 8 8 U R AL R+
e icmp-type-value: FE/RICMP #HSCRAEUE, BUEEHE N 0~255,
e address-mask-reply: 7~ ICMP address mask reply 257 {3 e Bk
e address-mask-request: 7~ ICMP address mask request 287 (R e it
e destination-unreachable: #*’r ICMP destination unreachable Z$7 () SC Kt
e echo-reply: %7 ICMP echo reply 5! {3 e Bt
e echo-request: /x5 ICMP echo request 25 4R e i .
. information-reply: /5 ICMP information reply 27 (4 SC B
e information-request: #’x ICMP information request 257 {4 SC s .
e parameter-problem: 75 ICMP para problem 287 ik S Bk
e redirect: F/x ICMP redirect ZRL 1R SCHds
e source-quench: Fx ICMP source quench 57 {3 et
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e time-exceeded: #FJx ICMP time exceeded KA1k LB

e timestamp-reply: F/ ICMP timestamp reply 57 (i e B ik

e  timestamp-request: F/x ICMP timestamp request 25 I SC Il
icmpv6-type: 7~ ICMPv6 KA R SCHGE . T DR e ROCHZRAUE, B 48 @ oA %
BT

. icmpv6-type-value: F/x ICMPv6 iR FIEUE, BUEVERE v 0~255,

e destination-unreachable: 7~ ICMPV6 destination unreachable 27 {4 S B i
e echo-reply: #/x ICMPV6 echo reply 257 (3R ST i

e echo-request: %7 ICMPV6 echo request 287 3R L .

e group-query: %~ ICMPV6 group query 257 4R SC i .

e group-reduction: &7~ ICMPV6 group reduction J87 14 ST it o

e group-report: FEsx ICMPV6 group report 288 (i SC Kt

e  packet-too-big: #i ICMPV6 packet too big 27 4R S Hdi .

e parameter-problem: #7x ICMPv6 para problem 8% ik Bk .

e time-exceeded: F/r ICMPV6 time exceeded 2RI L il

impossible: F/x IP ANAM{ERCHITE .

ip-option: F/x IP RS C TG . LR E IP BRI, B 7€ IP TG 7.
e option-code: FI/R IPETALME, HUEEHE N 0~255,

e internet-timestamp: X~ IP EI timestamp 87 4k SC Bt

e loose-source-routing: 7~ IP 7 loose source route 287 ik B .

. record-route: 75 IP ¥ record packet route 287 {47 SC Bk .

e route-alert: #/r IP ¥ route alert J5RL R LB

e security: Fn IPIEI security FSH ST

e stream-id: Fin IP L stream identifier 5874 (3 SC Kt

e strict-source-routing: #FJx IP ¥ strict source route 57 (R L Bk .
ip-option-abnormal: FRR IP I & I8 (4R C 8t

ipv6-ext-header ext-header-value: i~ IPv6 ¥ B LS HMH, HUEEHEI{E 0~255,
land: F/& Land 2R RS0

large-icmp: FoRil K ICMP #3CH Bl .

large-icmpv6: F/RiEK ICMPV6 SR B

ping-of-death: #*’r Ping-of-death 5% ffj4f s Bk

smurf: For Smurf 388 KR ST .

snork: #7x UDP Snork attack 2% (4R e Hidi .

tep-all-flags: £/x TCP s &7 38 B AL RS B

tep-fin-only: /R TCP X FIN brdidh & A7 14k sC 8t o

tep-invalid-flags: F/x TCP bl IRE R SC i

tep-null-flag: F£IR TCP brEA A E IR TS

tep-syn-Fin: F78 TCP SYN Al FIN Fr ALk [F i &AL R SC 3t
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teardrop: #ii teardrop 28R (KR SC il
tiny-fragment: £/x IP 70 Xl
traceroute: #7x Trace route 287 R s
udp-bomb: #7% UDP Bomb attack 257 ({4} S B
winnuke: #7~ WinNuke 27 (45 S i
action: Xtfg ek CHE AR SR B AR AT . 5 RIBEAS L, R ZIEH IR TR
(1 B0k B 2 30 T 5 IS PR BR AN AR R AT A
e drop: WEPEIGEHIGETAAEFTFRL.
e logging: W& PAIEMAEAT AN KIEHE.
e none: ARHUEMIBIE,
[ERES
A LLE IS 2 IR BT A i A J8 2 Fh 2R Y I B B 4R S R A
FOEHUE TR E THROCHEA, WM E B AR HE AR SCRBUART, 78 Bon s Bl 2 BoR iz
(B RSO B A E 75 R e

(25611
# (B B atk-policy-1 FFIF R XS 1P 73 Bl SCRORF AT I, 4 5 Boadi B Ve AL 2R AT 20
NEFRIL .

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] signature detect fragment action drop
[fAXa<]

. signature level action
1.1.55 signature level action

signature level action 74 HRACLE 15 E Zon a8 AT A .
undo signature level action iy & HRIKESEEN.
(<]
signature level { high | info | low | medium } action { { drop | logging } * |
none }
undo signature level { high | info | low | medium } action
[EREER]
XFSE PO AR i BRIy AR BRAT D92 R H s x e 200 (1 B MLt iR A 34T ot 3k H
EIFEE: MmEZo B aXd M AT R K& H EIHFE.
(L& ]
Wit B v SR AL
[REFFAR]

network-admin
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[&2%]
high: FoR&EZonl fast, &Issl.
info: XRIERINHR AL, #l40 Large ICMP.
low: FRMCH R It, Filtn Traceroute.
medium: o FH LA AL, B0 Winnuke.
drop: & BB AN EFHROC.
logging: W& RAIEAIEIT A NKIEHE.
none: ANKIAEATENE
[ERES
ARG PR By 45 AR AR KR SR R A B g R, IRk, R mk.
T F— NN B A S RO BRI, AR S TR ES R TR T2 g BT A R B A il
R SC I RFAE RS o
A B signature detect iy 4 T a1 A 28 Y 1 50 40 e o i SRR AR A I, 0] BA
signature detect @& E KNS EONE,
[Z451]
# FE I B a5 g atk-policy-1 A1 e B HE 7 0 I S AL Bt I AL B AT 2 B AR R AR O

<Sysname> system-view
[Sysname] attack-defense policy 1
[Sysname-attack-defense-policy-1] signature level info action drop

[HEXd&H<]
. signature detect
. signature level detect

1.1.56 signature level detect

signature level detect 4 HIKIT A 48 20 56 Btk SO R R I -

undo signature level detect iy FHK G P8 18 20 i B AL B0 43 ST P RFAE RS
[4<]

signature level { high | info | low | medium } detect

undo signature level { high | info | low | medium } detect

[ER&HR]
AR JEATAT A B I iR SRR A AR TN
[#LE]
Wit B v SR AL
[(RERFAE]
network-admin
[&%]
high: FoRmgo i P aied, Ehsesl.
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info: FRPRUNMAALGE, Flin Large ICMP #)k 38

low: FNRION MR, #Wn Traceroute 3K idi.

medium: FoR IO RAEE, Bl Winnuke fR3CBG
[ERES

ARG YE ATk 25 R AR R R AN ol FeoR . IRk, R mdk. TFRE AR
A B HROCRHER I, A S THEETT B T8 T 200 W P S a0 S RSO R e I . B
Xof S — 2R i B M AL H AT A signature level action 4 4EE . &l signature
detect w2 a7 HARK AT SRR AR I, M KRBt o 4 24T N BL signature
detect &L E NS H M.
n[i@it display attack-defense policy fiv4 &E %A PSR 2] .

[=451]
# AEXH 76 5 atk-policy-1 H 5 $id 7 2] i) B0 BO e R SCHRFAEAS U o
<Syshame> system-view

[Sysname] attack-defense policy 1
[Sysname-attack-defense-policy-1] signature level info detect

[HHx&$]
. display attack-defense policy
. signature detect
. signature level action

1.1.57 syn-ack-flood action

syn-ack-flood action 4 KA & X SYN-ACK flood Jii B v i 4 JR AL BEAT M
undo syn-ack-flood action fiy4 F kK & E 150 .
[4<]
syn-ack-flood action {drop | logging }*
undo syn-ack-flood action
[ERETER]
ASKE R 2 ] SYN-ACK flood Bt R HUAT AT 45 it -
[#LE ]
Wt 9 v SR AL
[(RERFPAE]
network-admin
[&#1]
drop: R EFIHERIC, Bl B A )G, M AE R G 8 SYN-ACK ik X

oM LT
logging: Fonimth&HEHE, Wil 2] 8ot K AER, ARl ks ZE
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[261]
# LE X 5 Y 50 atk-policy-1 HAC B X SYN-ACK flood B B 16 1) 42 R Ab AT 9 & 2 57 Ja 2R3k 5.

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] syn-ack-flood action drop

[HAxw<]
. syn-ack-flood detect
. syn-ack-flood detect non-specific
. syn-ack-flood threshold

1.1.58 syn-ack-flood detect

syn-ack-flood detect 4 kx1EE IP #hlf) SYN-ACK flood T Bhiutai, HhdHE

SYN-ACK flood Bt sy #6r Il fis & BRAE AT Y647 A o

undo syn-ack-flood detect #ir4 k3<% & IP Hubik i) SYN-ACK flood H i B i A il o
(<]

syn-ack-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance

vpn-instance-name ] [ threshold threshold-value ] [ action {{drop | logging }
* ] none }]

undo syn-ack-flood detect { i1p 1ipv4-address | ipv6 Iipv6-address }
[ vpn-instance vpn-instance-name ]
[BRE1ER]
RAHEAT G € |P HihlFC B SYN-ACK flood Bt B ft Al .
[#LE ]
Wty B Vi SR e AL
[REBFPAE]
network-admin
[&#1]

ip ipv4-address: f5EEMEIH IPvA Hilib. % IPv4 HibEASBE A4 1 HihikE4s O ik,

ipv6 ipv6-address: F5&EAY I IPv6 Hitik,

vpn-instance vpn-instance-name: % fg #' IP Hidk fr J& ) VPN sZf . H o,
vpn-instance-name #7x MPLS L3VPN [ VPN SZ1 4%, N 1~31 M FERHFTRFE, XK
INE o BHRIEEASE, WERRZRY 1P HibkE T AWM.

threshold threshold-value: #§ % SYN-ACK flood X 5 B 3 1) fih & {86 . b,
threshold-value A& 5E IP itk &FF0 K&I% 1) SYN-ACK i 3CHH , BUEVE EJY 1~1000000.
action: WEX SYN-ACK flood M (AL #AT N . #HARTEEASH, WZERKH SYN-ACK flood
B B 3 (0 4 JR AL BRAT A o

drop: FREFBHMC, AR AR MBSt kKA, MgESEE RIEESHTE SYN-ACK 3L
W EF.
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logging: FafrHEEHE, W& EINERER, EREZEER.
none: XA KEULTEIE .

[FHES
1§ 58 SYN-ACK flood B i B Vi & , B3 Ab T Bl A MRS, 24 W 3] [\ 45 52 IP Huhik & 1% SYN-ACK
LA R A B B T bk BE RS, BRI Z IP k523 7 SYN-ACK flood Y, it
Wi B VEIRAS, AR YENC B S s AR B Ju s it S, s 3 ) 1% IR 5% 8% RIE IR S R
RFWEBRME Uk BRER 3/4) B, BIUCHIEHRER, W BB SR &S E N B IPIR A,
FAF 1B PAT B Y e
BT BTGNS T Al LRI XS 24 1P i hik A B SYN-ACK flood ik 57 76

[ =451
# JFJE X 1P Mtk 192.168.1.2 ) SYN-ACK flood Y B yamaill, FH48 & fit & BIME N 2000, 413E#%
W 2 7] 3% 1P bk R AP R IE ) SYN-ACK i SCEHF 4208 2| i i 2000 B, JE 8 SYN-ACK it B
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] syn-ack-flood detect ip 192.168.1.2 threshold
2000

CEES D |
. syn-ack-flood action
. syn-ack-flood detect non-specific
. syn-ack-flood threshold

1.1.59 syn-ack-flood detect non-specific

syn-ack-flood detect non-specific a4 H R0 A AEZ R4 IP Hitk I 5 SYN-ACK flood
8L & TR ok B
undo syn-ack-flood detect non-specific 4 REHNTE EZ R 1P Hulk i
SYN-ACK flood Bt B e Al o

(<]
syn-ack-flood detect non-specific

undo syn-ack-flood detect non-specific

[ER&E1ER]

ARIMEATAERZ LRI 1P Huhik I 5 SYN-ACK flood F ity B va kil -
[#E ]

Tk Bl v S AL I
[REFAFAE]

network-admin
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[EMES

XRTAAESZ RS 1P Hibib S SYN-ACK flood Buhipiiutill G, WK RHARBERE (H
syn-ack-flood threshold 4% E) Mk ITH (1 syn-ack-Flood action 4 E)
HHIX e 1P HuhE AT AR

[ 2451
# AR BT 5 atk-policy-1 H1, Xf BT 2 AR 1P HuhikJT 5 UDP flood i [ YAl .
<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] syn-ack-flood detect non-specific
[HHx®2]

. syn-ack flood action

. syn-ack-flood detect

. syn-ack-flood threshold

1.1.60 syn-ack-flood threshold

syn-ack-flood threshold 74 kAL E SYN-ACK flood H i B i i 4 e fir & BRIAA
undo syn-ack-flood threshold 4 kK E 54150 .
[#2]
syn-ack-flood threshold threshold-value
undo syn-ack-flood threshold
[EBR&TER]
SYN-ACK flood Xl Bls ¥ () 4 Ja fi A BB 1000
[#LE ]
Wt B Ve SR AR
[(RERFPAE]
network-admin
[&#1]
threshold-value: f85& A3 IP #idk AR K% 1) SYN-ACK 308 H , BUE Gy 1~1000000.
(RS
fi i SYN-ACK flood Brii i), &AL TR A MPRES, 2 M 20 2L 1P iht %38 SYN-ACK
TROCH T3 R R ELIA B B [zl BB, By IP Ml 32 3] 7 SYN-ACK flood Mrily, Ut
ANBGEPIIRES, IARYEEC B S S AR By fe . 05, 4B &k 2 7] 12 IR 45 4% A I i ST i
FACT KR B (kA BB 3/4) I, RICONICE S5, W i B B Ve R SR E O BEtAs AR
I IEIAT Bl T it
XFRETTHE SYN-ACK flood Zrah B Al ff 1P Huhik, e85k 42 ) B R W E R HEAT PR Y7
R 1P UL 75 AR S B o 5 N 7 e B AT R, 0 T IE RO N BRI R (HTTP k45 48k
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H FTP k%543 ) SYN-ACK STt B K IIN 3 5, @ UG R A BME, DS BB R /N IEH

FAI b 5V B3 S s T IR L2, HoW Bt it i EE A R R 3 55, 7T DI 243 /M & BRE
[=41]

# 1EIT iSRS atk-policy-1 HH AL E SYN-ACK flood J i v ()4 i fil & IE v 100, B4k

I3 ) 2 1P kR K I SYN-ACK R SCHHF LA B el 100 i, JH3) SYN-ACK flood I

<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] syn-ack-flood threshold 100

[fAXa<]
. syn-ack-flood action
. syn-ack-flood detect
. syn-ack-flood detect non-specific

1.1.61 syn-flood action

syn-flood action 74 HRALE T SYN flood X By i () 4 R AL BEAT A
undo syn-flood action 4 Rk & B i .
(<]
syn-flood action {drop | logging } *
undo syn-flood action
[EREER]
KA EN T SYN flood Bk K BT AT 4 it -
[#LE ]
Wit B e SR AL
[(REAFAE]
network-admin
[&#1]
drop: FIREFBGERIC, BIWRARIN BBt kG, [MBBEEE KL LA SYN #iOCH 2
W EFE
logging: Fnt & HE, Bl 28t AR, AREEER.
[=5451]
# (EIL T B 16 550 atk-policy-1 H S E X SYN flood M7 B vi ) 42 JR b BRAT Ry 5 38 Ja 4R 0

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] syn-flood action drop

[(HEXH<]

. syn-flood detect non-specific
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. syn-flood detect
. syn-flood threshold

1.1.62 syn-flood detect

syn-Fflood detect 4 KB XHE & IP #uhl ) SYN flood HdiBhvutiill, A E SYN flood
Bk Bs Je ar il () fid i A FI X SYN flood Zriti AL #E4T A
undo syn-flood detect 4 R IP Hubikf¥) SYN flood Bk B i Al .

(<]
syn-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ] [ threshold threshold-value ] [ action {{drop | logging }
* ] none }1]
undo syn-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ]

[EREFRL]
ARSI E 1P HihEAC B SYN flood Bek By ksl o

[#LE]
Tt 9 v SR AL

[REAFARE]
network-admin

[£%]
ip ipvd-address: f5&EZEH) IPv4 ik, % IPv4 HuhE RS N4 1 Hihkei4s 0 Hiudik.
ipv6 ipv6-address: fi&ELRY I IPV6 Hillk.
vpn-instance vpn-instance-name: 2 f& #* IP M3k Br J& ) VPN Sk i o Mo,
vpn-instance-name %7~ MPLS L3VPN ] VPN S2l 488, A 1~31 NMERFRFE/F S, KXok
NG BERIEEARSH, NWEFRRIZRY 1P bt & T AWM.
threshold threshold-value: #§7 SYN flood Bt F i ¥ fid & 48 . H 71, threshold-value
NFHRE 1P hEREAD AR SYN R CEH , BUEEH Yy 1~1000000-
action: &WEXF SYN flood Bi LB AT M. 5 RIEEASH, MK RKEH SYN flood Bt
()4 R AR BRAT N -
drop: FoREFBEEIRC, HIR&RNBI S E KA TG, mBaEE RIEN LA SYN #HioC#i«
WEFF.
logging: Rorfth &8 HE, HIdea il 20 A 2R, A B 5 2
none: FRARIBUEMEE.

[ERES
ffiRE SYN flood BLili By, B4 THEEANNRES, e MR 4552 1P Hihk A% SYN 4Rk 3CH)
AR RFELIA BB [ iR BAE R, BIA X IP Hikik 52 3 1 SYN flood Mrifi, Wik NSk B IRES
FEARHETC B S S AH N B Va0 LS, 2B A A 38 7] P22 IR 55 e A AR ST T A TR A (i
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KREMER) 3/4) I, BIYCNIGEER, W Bl By RSB R RS, I b AT B e i
Jiti o
TEAN I B SR NE T AT LRI S 24 1P HibEFC & SYN flood Bt vkl .
[=410]
# EBGEPIVE SIS atk-policy-1 FPFFJE X} IP Hilik 192.168.1.2 ) SYN flood i B iaiail, FH48 &
il BB 2000 2 v M 21 ()1 P MhbRRFD I SYN i SCHRF8HA B sl L 2000 v, /5
Z) SYN flood B ii Biiiti -
<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] syn-flood detect ip 192.168.1.2 threshold 2000
[HEXda<]
. syn-flood action
. syn-flood detect non-specific
. syn-flood threshold

1.1.63 syn-flood detect non-specific

syn-flood detect non-specific 4 H KX A JEZ /3 IP HibkFF 5 SYN flood X By i

iR/l
undo syn-flood detect non-specific fiv4 H KX ArE IEZ /3 IP Hutik ) SYN flood
Yok B e A i .

[%4]

syn-flood detect non-specific
undo syn-flood detect non-specific
[BR&TER]
ARAEATAERZ LRI 1P HihikJT 5 SYN flood Zrki By fe kil .
[#LE]
Tk By i SR AL
[(RERFPAE]
network-admin
[(ERES
XFATEAEZ R 1P il IFJE SYN flood Mkl fs, Bk kAR MERE (H
syn-flood threshold & WE) M TN (HH syn-flood action i BLE) XL IP
HhEEAT PR A
[=451]
# £ PIVE 5N atk-policy-1 1, XA AR frY IP il I 5 SYN flood B By Al «

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] syn-flood detect non-specific
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CEES D |
. syn-flood action
. syn-flood detect
. syn-flood threshold

1.1.64 syn-flood threshold

syn-flood threshold 14 HKACE SYN flood Jai B 6 i 4 Jm fi & 4
undo syn-flood threshold fin 4Kk E HA .
[<]
syn-flood threshold threshold-value
undo syn-flood threshold
[BR&EFR]
SYN flood B Bt 14 Jeifid & 46 9 1000.
[#RE]
B By i A g L K
[RREFAFARE]
network-admin
[£%]
threshold-value: #5ERH: IP Ml &AL R SYN CHH, HUETERE Y 1~1000000.
[ERES
fiife SYN flood BraiBiiifa, V&AL T B lPRAS, H e IR 2 1P Mkl &ix SYN i3 #E
PR B T izl R AR, BIIAA1Z 1P Hihk 52 3] 7 SYN flood Bo , Wik N B B k4
IR B S B AH S BT SR T o S5, 50 2 AN 3 [ 12 R 55 2 AR ST I 2K T 2 M (fike
KREBMER) 3/4) I, BIYCNZGEER, W BGh B RS B R RS, I e AT B e
Jiti o
XTFARLTIECE SYN flood KL B vuAGI K 1P Huhib, 15 % K 4 Jm (1 BUE 1 B RIEAT IR . RMEI
YA 5 AR SR M 28 B2 7 S EAT R, 0T IEH R 00T BIBORI X B (HTTP iR %5 ds i FTP
JR55#) [ SYN HROCREECRMI N A5, S UGR R BAE, DG BE /NG IE 5 k557 &
TGRSR R T ARG ,  HON M i & EO U i 55, 7T DI 24 R /M & B4
[=41]

# TEXL a5 mE atk-policy-1 L E SYN flood BuiBis i (1 4% J il & U > 100, B[54 et ) 2]
)5 1P Huhb A A0 AR ) SYN #Rk SCHE RR2% 2 2l id 100 I, 535 SYN flood BLadi v .
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] syn-flood threshold 100

[(HEXw<L]

. syn-flood action
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. syn-flood detect
. syn-flood detect non-specific

1.1.65 udp-flood action

udp-flood action 74 KA E X UDP flood X B via 1) 4 Ja AL #EAT M
undo udp-flood action 4 H RIKE HEE L.
[4<]
udp-flood action {drop | logging } *
undo udp-flood action
[ERE1ER]
ARSI (¥ UDP flood HidEAT AR 42
[#LE ]
Wt 9 7 SR AL
[RERFPAE]
network-admin
[&%]
drop: FREFHERIC, Ml Mt R AEG, mgd & KA G20 UDP fRkOCH <
WEFF
logging: Forfith % HE, IRl B ded A n, RS EE R,
[241]
# {E X BV SR B atk-policy-1 FfC B X UDP flood J ki b7 i 1 42 s b BRAT A2 25 57 Ja 3 o

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] udp-flood action drop

[fBXa<]
. udp-flood detect
. udp-flood detect non-specific
. udp-Fflood threshold

1.1.66 udp-flood detect

udp-Fflood detect it 4 HRIFJE X8 € IP Hubk i) UDP flood X Bhivussill, J+fc & UDP flood
Tt B Y A () sk & B R4 UDP flood Z ik (AR #EAT
undo udp-flood detect fiy4 FRCHIX 2 IP Hulik ) UDP flood X i sy kil -
(<]
udp-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance

vpn-instance-name ] [ threshold threshold-value ] [ action {{drop | logging }
* ] none }]
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undo udp-flood detect { ip ipv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ]

[EREER]
RXHETHEE 1P kAL & UDP flood Zy By ek il .

[#RE ]
i By 6 A g A1 K

[(REBFAE]
network-admin

[&%]
ip ipv4-address: #&5EZEMGI M IPv4 ik, % IPv4 HibEASGE 4 1 Hihik a4 O itk
ipv6 ipv6-address: f&iEZ LRI IPv6 Hidik.
vpn-instance vpn-instance-name: % ff ¥ IP Huhk fr J& 9 VPN sz fi . H o,
vpn-instance-name ¥z MPLS L3VPN ) VPN S48, N 1~31 MEFRTFRTE, XK
NG ERIBEASH, WEIRIZR 1P HbEE T A M.
threshold threshold-value: #& UDP flood i i Y I fil & B 18 - £ 77, threshold-value
NIAHRE P bR KX ) UDP Rk SCE H . BUE e DY 1~1000000.
action: &EX UDP flood Bii AT N . #HRIEEASE, WEKRFKH UDP flood Xifi Bl
4R A 3AT N .
drop: FREFBEHIRC, BIRARNBI S KA SE, mESEE KL R0 H UDP Rociis
BT FH.
logging: Fopfli & HE, BVl 3 e kBN, AE 5.
none: FRARIBUETENE.

(S
i UDP flood JraliBifiifi, e b FBrli iR, e MBI FI6 i IP sk % UDP #RCH
R RFALIA RSO TR AR, BIIANIZ 1P Hihk32 3] T UDP flood Heiti, HEN Mok BhvaiR
A, HRIEHCE S SN B asE . HE, BRI B [ 12 R 55 de AR AR ST I AL TR
B G BUER 3/4) iF, BIYONIRER, W BBl RS E S BEEARINRES, I 1k AT
B e i it o
A Bk B Vo S mg o] LRI X 24N 1P #iik e & UDP flood MUk B 241

[=41]

# TEICEE B V0 0% atk-policy-1 FPFF B %t 1P Hidik 192.168.1.2 1] UDP flood ZiBiataill, FEigE
fil 5 BB 79 2000, 249 2 T I 2 (7] i 1P s hERERD AGE ) UDP ik SCHERr £ 2 sl g 2000 i, 5
Z}) UDP flood Btiti i -
<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] udp-flood detect ip 192.168.1.2 threshold 2000
GEESTEY

. udp-flood action
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. udp-flood detect non-specific
. udp-flood threshold

1.1.67 udp-flood detect non-specific

udp-flood detect non-specific @ HHX A IEZ /Y IP #isik I 5 UDP flood Bk B it

Far i o
undo udp-flood detect non-specific a4 H KX Arf JE52 L2397 1P hk i) UDP flood
B 5 e ar i o

[44]

udp-flood detect non-specific
undo udp-flood detect non-specific

[BRETER]
ARIHAEMTAESZ ORI 1P MLk T /E UDP flood Z o s s il »
[#LE]
Tt b v SR AL ]
[RREFAFARE]
network-admin
(RS

XFRTE AEZ RY 1P HhhkFFE UDP flood X pideha G, #&K RASRKMEMERE (H
udp-flood threshold @4 & &) AAH4T N (HH udp-Flood action A RLE) XXk |P
HBEHEAT R

[=451]
# (EXH B SR B atk-policy-1 1, XfFrE JE2 R4 IP HibikJF /5 UDP flood i By ksl

<Sysname> system-view
[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] udp-flood detect non-specific

CEES D |
. udp-Fflood action
. udp-flood detect
. udp-Fflood threshold

1.1.68 udp-flood threshold

udp-flood threshold fir4 kK & UDP flood Bk b5 Vi i 4 J= fist & BRI
undo udp-flood threshold fir4 W a5 .
(<]
udp-flood threshold threshold-value
undo udp-flood threshold
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[BrE1ER]
UDP flood X [ e 1) 4 &) fis & 16 24 1000,

[#RE]
s By 3 5 e AR

[(BrERFPAR]
network-admin

[&5#]
threshold-value: #55€[F5: IP HihkAEFP & 251 UDP #Sc$H , BUEERI Y 1~1000000.

[ERES
e UDP flood B i B )a, Wb TBERRMRES, e W2 w5 (P il &% UDP iR S IE
REFELA P a7 iZ Ak RAER, BIACNZ IP #5323 T UDP flood Zil, HE AT BTGk
&, JHARYEECE S shAH RN B JasE . MG, &Rl 2 a1 iR 55 45 Ak O B R AR Tk 2 R
B GRBIER 3/4) I, EIUNBCEREEH, U EBGED RS A B AR A, FE4 R 3T
I Y4 it
HHFARELTIRE UDP flood Xt By yara i 1P ik, ¥4 K 4 R ) R AE % & KRR Y. B
AR e B AR A S B 9 2% N FH 37 5t i AT I 88, 6T IE S5 00 R BB R 06 R(HTTP IR 5 25804 FTP
MR5545) 1) UDP #OCIEEKN N g5, UG AR BIE, DA BB R /N IE 5 ik 55 i =
GGG, TR ZE, HX B & e U5, ml DLE 28 /M i & BRIE .

[ 25411
# TE X B a5 g atk-policy-1 H AL B UDP flood J it [ V5 B4 R fid & BRI N 100, B 245 & W i 2]
) 5 1P b fEFD &2 ) UDP i SCERF LA BT 100 B, )53 UDP flood Xl i«
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1
[Sysname-attack-defense-policy-atk-policy-1] udp-flood threshold 100

[fBXa<]
. udp-flood action
. udp-flood detect
. udp-flood detect non-specific
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